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Introduction

Julian Assange once described investigative journalism as the noble art of
seizing reality back from the powerful.

The founder of Wikileaks, a site that has exposed the crimes of so many re-
gimes, did not realise that he was himself a pawn in the games of the powerful
when he was arrested in February 2020. Assange’s fate has been shared by
dozens of other investigative journalists worldwide. Some have been forced
to exercise self-censorship, while others have experienced the trials of impris-
onment. Still others, like the Maltese journalist Daphne Caruana Galizia, have
died under deeply suspicious circumstances.

There are already dozens of handbooks and hundreds of studies on investi-
gative journalism. The reader might reasonably ask what value this handbook
adds. We asked ourselves the same question many times while putting it to-
gether. We believe that its value comes from the fact that it is aimed, funda-
mentally, at Arab journalists.




Arab journalists operate in an entirely different environment from their coun-
terparts elsewhere. They face not only censorship from state and society, but
also the impossibility of obtaining even basic open source information. The
need to present models that speak to all the contradictory aspects of the Arab
experience was at the forefront of our minds throughout the writing process.

We do not want to separate investigative journalism from its essential task of
holding the powerful to account. Nor do we want to lose its spirit in pernickety
detail. But this handbook is less about the theory of investigative journalism
and more an introduction intended to help you develop the conscious and
considered tools and skills required by this very particular kind of journalism.

In this handbook we are not looking to reduce investigative journalism to a set
of strict pedagogical rules. We hope to equip journalists with the skills to do
research, to think critically, to fact-check and to make good use of their com-
mon sense. By doing so, we hope to contribute — even if only a little — to the
process of “seizing reality back” from the powerful.

Al Jazeera Media Institute
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Chapter 1: What is
investigative journalism?

The various reference works and
guidebooks available to investigative
journalists differ on how their task
should be defined. But they do agree
on certain fundamental elements:

First, investigative journalism should
uncover new facts about a single par-
ticular issue or problem. An investi-
gation should be original and should
break new ground for the audience .
It should go beyond mere fact-check-
ing and provide “clear, direct and ir-
refutable evidence with no trace of
ambiguity” 2.

Second, it should aim to serve the
public interest, which is “often differ-
entiated from ‘national interest’. [The]
latter term is sometimes used by gov-
ernments to justify illegal, dangerous
or unethical acts or to discourage
journalists from reporting on a signifi-
cant problem.” 3

In journalism, the public interest
means uncovering information about
issues important to a significant part
of the public, in order to protect their
lives, health, property and rights, to
secure justice and defend the rule of
law #. This information must be im-
partial, and the public should be able

" Lucinda Fleeson, Ten Steps to Investigative Reporting, IGFJ, p 7.

2 Hussein Al Falahi, al-I'lam al-Taglidi wa'l-'lam al-Jadid, 1 ed., 2014, p 33.

3 Syed Nazakat, How to Become A Mouthpiece for the People

4 BBC Academy, “al-Maslaha al-'Amma”, https://www.bbc.co.uk/academy/ar/articles/art20130702112134064,

accessed on 2020/01/01,



to rely on it when making decisions °.

Third, the revelations of an inves-
tigation should be the product of
in-depth, systematic research and
careful documentation ¢ meeting pro-
fessional and ethical standards.

Fourth, journalists or their teams
should be the ones responsible for
uncovering the information 7 and
carrying out the investigation. Inves-
tigative journalists are researchers,
fact-checkers and analysts. They
plan and carry out the investigation.
They should also play a central role
in the writing and editing process and
in making difficult editorial decisions.

We can thus define investigative jour-
nalism as uncovering facts about
specific new issues and problems,
after systematic in-depth investiga-

e
N

tion and careful documentation by
the journalist themselves or by their
team, in order to serve the public in-
terest by bringing to light systematic
or institutional failings in the various
fields of life.

Investigative journalists do not report
on accusations. They do not say that
“it is alleged that Khaled stole one hun-
dred dollars”. They go away and inves-
tigate for weeks or months before com-
ing back with the facts, documents and
evidence they need to be able to say,
unequivocally, that Khaled stole the
money, how he did it, and why 8.

In investigative journalism there
should be no ambiguity or possibility
of error or misinterpretation. If there is
still doubt around the facts that they
have gathered together, then a jour-
nalist has not gone deep enough. The
investigation is not ready to publish °.

* Mark Hunter, “Masaq Tamhidi ‘an al-Sahafa al-Istigsa‘iyya fi al-Jam'iat al-‘Arabiyya”, Arab Reporters for

Investigative Journalism Network (Arij), 2019, p. 3.

¢ David Kaplan, “What is Investigative Journalism?” https://www.youtube.com/watch?v=TCVU52T6Cbs, accessed

on 2020/12/27..
7 Hunter, ibid.

8 Forbes, Derek, A watchdogps guide to investigative reporting, Konrad Adenauer Stiftung Media Programme, 2005, p 4.

 Nazakat, ibid.



It is true that a journalist’s job is to
hunt down the facts '°. But facts alone
do not make an investigation. Events,
characters, times and places need to
be carefully tied together. For facts to
be meaningful, they need to be put in
their proper context so that the public
can assess them on their merits and
then make a difference.

Investigative journalism is often mis-
understood. Some are keen to de-
scribe any revelation of the murky or
unknown or any decent piece of jour-
nalism — especially journalism that
uncovers corruption — as investigative
journalism . As a result, it is worth
pointing out that the following do not
constitute investigative journalism:

+ Investigative journalism is
not collation of what has al-
ready been published. It is
not simply rewriting reports
issued by civil society organ-
isations, government bodies
or research centres 2,

+ Investigative journalism is
not simply specialised jour-
nalism 3. Not every piece that
discusses a specific issue -
whether economic, political
or social - counts as investi-
gative journalism.

+ Investigative journalism is
not a matter of length. Just

because an article runs to
1,500 words or a film is lon-
ger than half an hour does not
make it investigative journal-
ism. Investigation is not about
quantity but quality and origi-
nality.

* Not every piece relying on
secret cameras or disguises
is investigative journalism.
These methods can, under
the right conditions, be used
in investigative journalism -
but they are means and not
ends, as we will see later.

* Not every piece drawing on
leaked documents is investi-
gative journalism. Investiga-
tive journalism is not simply
an outlet for sources that can
provide it with a scoop. Nor is
it a vehicle that different par-
ties can use to get their mes-
sage across or undermine
one another. For a journalist,
a leaked document is the first
clue in an in-depth investiga-
tion that will involve careful
documentation of facts, mar-
shalling primary sources and
confronting those responsi-
ble - as well as verifying the
documents’ authenticity and
establishing the motive for
the leak.

©Hugo Burgh, Investigative Journalism, Routledge, 2008, p 10.

" Kaplan, ibid.

2 Hunter, ibid, p. 24.

'3 Abu Hashish, Masaq al-Sahafa al-Istigsa’iyya, Islamic University of Gaza, 2014, p. 8.



This is why John Ullmann, the
former director of the World
Journalism Institute, says
that the Pentagon Papers
(published by the NYT) did not
constitute investigative jour-
nalism, while the Watergate
investigation - which involved
a lot of work on the part of
journalists — did 4.

The journalist Yosri Fouda
likewise says that he is “not
that proud” ' of his Warning
Bells films, which deal with
the events of September 11 ¢,
because “l could have turned
down Al Qaeda’s invitation, or
they could have found anoth-
er journalist”.

+ Investigative journalism is
not scandal journalism. Not
everything that people want to
hide is worth following up .
Nor are scoops or exclusives
necessarily investigative jour-
nalism '®. Knowing that a for-
mer official drinks alcohol in
the privacy of his own home
is not in the public interest so
long as it has had no effect
on his work. Knowing that
the same official used public
money to bankroll this habit,
however, is.

* Investigative journalism is
not opposition journalism '°.
Although criticising the con-
duct and mistakes of the au-
thorities by uncovering facts
is a distinctive part of inves-
tigative journalism, this is not
the same as being the mouth-
piece of opposition parties.
Not every piece that opposes
or is critical of the govern-
ment is investigative journal-
ism.

' Forbes, ibid, p. 5.

'S Yosri Fouda, Fi Tariq al-Adha min Ma'aqil al-Qa‘ida ila Hawadin Da'ish, p. 20.
'¢ Warning Bells, https://www.youtube.com/watch?v=cw3sJ7wwOKg

7 Hugo Burgh, Investigative Journalism, Routledge, 2008, p 17.

'8 Hunter, ibid, p. 24.

' Burgh, ibid, p. 11.






Challenges of the Arab World

Imad Mekki, Journalist and Teacher of Investigative
Journalism, University of Berkeley

The Arab public have long been fed rumour and government propagan-
da, and as a result cannot separate between real investigations from
regime fabrications. They tend to look at investigative journalism as “yet
more fake news” indistinguishable from other stories in the Arab media.

The most important difference between investigative journalism in the
West and in the Arab world is thus the willingness of the public to accept
and engage with it.

The second most important difference is that the independent fund-
ing that is crucial to investigative journalism is not available in the Arab
world in the same way as it is in the West. Major investigative outlets in
the West receive their funding directly from the public or from wealthy
donors who make endowments for this purpose.

Thirdly, investigative journalism in the Arab world carries great risks be-
cause there is no rule of law to protect journalists and no real profes-
sional organisations to help promote journalism. Arab unions are regime
mouthpieces that provide little support to journalists.

Fourthly, it is thus easier and more worthwhile for Arab journalists to
become part of regime media rather than risking life and limb to uncover
the truth by specialising in investigative journalism.

As a result, most of the basic ingredients of investigative journalism do
not exist in the Arab world, and it remains overall a losing bet despite the
pressing need for it. Journalism that does not investigate, that does not
uncover hidden facts, is anything but journalism.




Chapter 2: Choosing what to

investigate

Investigative journalism focuses on
one particular clear angle that can be
proven or disproven through in-depth
research and careful documentation
conducted by the journalist and their
team. It focuses not on isolated cases
but on systemic failures and recurrent
models ?°, in order to establish the
underlying causes, win justice for vic-
tims, and put an end to violations 2'.

There are several different ways in
which investigative journalists can
get ideas for stories. The most im-
portant are:

1: Intuition

When the American journalist Marty
Brown read a report about a priest
sexually assaulting a child at a Cath-
olic Church in Boston, something told
him that this was not an isolated in-
cident but a systematic cover-up of
paedophile priests. This gut feeling
led him and his team to conduct a
ground-breaking investigation that
showed that priests who had preyed

on children were being protected by
the church 22,

2: Personal observation

Firas Al Taweel noticed that a Grand
Cherokee driven by Fateh’s official
spokesman Osama Qawamsi had a
registration number beginning with
31, meaning that it had been ex-
empted from import duty 28. This was
the first clue in an investigation that
demonstrated the systematic grant-
ing of illegal exemptions to promi-
nent public figures, losing the Pales-
tinian treasury huge quantities of tax
money 24,

Powers of observation and quick
wits also helped Muhammad Sham-
ma, who happened to hear some
women in the street talking about a
disabled girl who had had an oper-
ation to remove her womb. After in-
troducing himself and asking some
questions, he was shocked to dis-
cover that the operation had been
conducted to protect the girl from
rape 2. His investigation subse-

2sa Al Hasan, al-Sahafa al-Istigsa‘iyya, Zahran Publishing and Distribution, 1 ed., 2012, p. 42.

21 David Kaplan, “8 Lessons on Investigative Journalism from Spotlight”, Global Investigative Journalism Network,
https://gijn.org/-8/07/12/2015lessons-on-investigative-journalism-from-spotlight/, accessed on 2020/06/29.

2 Kaplan, ibid.

2 Personal discussion with Firas Al Taweel.

24 See the full investigation here: https://www.alaraby.co.uk/»- mjﬂl—dlgai— Jlam|-cad Syeagaali-gupell

2 Personal discussion with Muhammad Shamma.



quently uncovered that many gov-
ernment hospitals were consistently
conducting medically unnecessary
hysterectomies 6.

3: Personal sources

A friend who worked in a Jordanian
government orphanage told Majdo-
lin Alan that children resident there
were experiencing physical, sexu-
al and verbal abuse #". She and her
colleague Imad Rawashdeh inves-
tigated the allegations, and months
later were able to demonstrate that
orphans were experiencing physical,
sexual and emotional abuse both in
and after leaving orphanages 8. The
government tried to force Alan and
Rawashdeh to reveal their sources
in the courts 2°, leading to a lengthy
legal battle lasting many years and
ending in their vindication.

When a source provides a journalist
with information that may spark an
investigation, they must ask for de-
tailed information. How did this hap-
pen? Where? When? Why? Who are
the main people involved? If the an-
swers given are convincing and log-
ical, there might be an idea there. If
not, it is no more than a rumour.

4: Media

(news, incomplete reports,
obituaries pages, commercial
announcements, social me-
dia...)

A “lest we forget” Facebook page
dedicated to the memories of Arab
migrants who died in a truck found
leaking blood on the border between
Austria and Hungary provided the
initial impetus for the investigation
that produced Al Jazeera’s film Death
Truck 3°. The investigation showed
that the victims did not suffocate, as
the Austrian authorities claimed, but
had been killed. The team’s follow-up
led the Hungarian Prosecutor General
to reopen the case and ultimately to
charge nine people with murder and
organised crime °'.

5: Open government
sources

Government documents are a trea-
sure trove of information. They in-
clude sources as diverse as the of-
ficial gazette, the company register,
parliamentary minutes, stock market
announcements, property and land
registries, court judgements, tender-

% See the full investigation here: https://www.albawaba.com/ar/-Juiiwi-ciMileilnieXl-ga-gmiilanl/) Leaf

lilis-alaf

2 Personal discussion with Majdolin Alan.

% See the full investigation at: https://arij.net/investigation/;laj‘.‘nl—g__uh:i:m—,au;gil—a_,qu—)ga—g;,g}A/

2 Majdoline Hasan, “Qabl An Tugarrir al-’Amal Ka-Sahafi Istigsa’i ‘Alayk Itgan al-Maharat al-Asasiyya li'l-Sahafa”.
See: https:/arij.net/materials/ul-@aanS-Jaell-)ji-¢l-Jus-gua-gugane/

30 Personal discussion with the director of Shahinat al-Mawt.

31 Shahinat al-Mawt, https://www.youtube.com/watch?v=JdxCR-fOtZw



ing documents, lists of people who
have been granted or stripped of cit-
izenship.

In 2016, a journalist at amman.net
surfing the official website of the Jor-
danian Constitutional Court found
that the Prime Minister had repeated-
ly responded to court requests after
the statutory time limit had expired.
Analysis of all judgements issued by
the court showed that he had failed
to submit documents on time in four
separate constitutional appeals. It
also demonstrated that the speakers
of both the House of Representatives
and the Senate had ignored constitu-
tional appeals submitted to the Court,
that two thirds of these appeals failed,
and that 81% of the Court’s judge-
ments lacked consensus *.

6: Reports by local and
international civil soci-
ety organisations

Civil society organisations’ reports
and databases provide a wealth of
fresh, unpublished information that
can produce excellent results.. Such
organisations tend to be very inter-
ested in cooperating with the media,
with whom they enjoy a mutually ben-
eficial relationship: the media makes
use of their data, and they benefit
from press coverage of their activi-
ties.

When Amnesty International pub-
lished a statement accusing Camer-
oonian soldiers of killing blindfolded
women and children, BBC Africa’s
investigative unit scrambled to follow
up on the story. Through digital analy-
sis of videos made publicly available 33,
they were able to establish the time
and place of the killing, the weapons
that were used, and the identity of
the perpetrators, confirming that the
Cameroonian army was responsible 3
despite its repeated denials.

7: Common sense

Common sense helps journalists to
develop high quality ideas for investi-
gations or stories. In this a journalist’s
approach resembles that of a detec-
tive. Every investigation begins with a
question . When a customs employ-
ee who makes 200 dollars a month
lives in a 10-million-dollar villa in an
upmarket area, something does not
add up. Either he inherited the money,
or it is ill-gotten wealth.

This logic put Huaguoshan Zongshuij ¢
on the trail of Chinese officials whose
expensive wristwatches did not
match their modest salaries. By com-
paring pictures of these officials, he
was able to compile a list of watch-
es and their prices, showing that one
cost the equivalent of six months’
pay. He then demonstrated that these

32 See: https://ammannet.net/lml-dasdall-ggelall-@ili-syi-dygiuall-daSaall/clé 18 i/ guijll-cilgl

 See: https://ijnet.org/ar/story/-jalaall-plaATwlg-Eilad Tudl-Cilé 16 ATlI-dla j-caull - Guu-@Gu-@Gu-G4)o

dagioall

34 See: :https://twitter.com/BBCAfrica/status/1044186344153583616

3> Nazakat, ibid, 7.

3 A fake name used by the journalist to conceal his identity.



watches had been acquired through
corruption. As a result of his inves-
tigation, the Health Minister and the
Railways Minister were both impris-
oned ¥,

8: Leaks

HSBC documents leaked in 2015 (the
“Swiss Leaks”) allowed Ibrahim Saleh
to track money owned by Rami Makh-
louf, Bashar al-Asad’s cousin through
a series of bank accounts. He was
able to demonstrate Makhlouf’s close
commercial ties with Israeli business-
men, as well as showing how his
money had been channelled through
a series of Israeli investment compa-
nies in order to circumvent EU and
US sanctions *°.

Journalism and
Politics

Phil Rees, Director of the
Investigative Journalism
Unit at Al Jazeera

Investigative journalism in the
Arab world is political par ex-
cellence. It comes face to face
with power in a way that tradi-
tional Western journalists can-
not understand. Between des-
potism and its victims there can
never be a level playing field.
Investigative journalism is thus
a form of political opposition,
even if journalists themselves
do not mean it to be. They end
up being part of the story by

challenging despotism.

37 See: https://www.telegraph.co.uk/news/worldnews/asia/china/8773715/Chinese-blogger-points-to-

luxury-watches-as-sign-of-corruption.html

38 A fake name used by the journalist to conceal his identity.

3 See: https://www.alaraby.co.uk/ Juilyuli-awi-)Livy- JIA-asile-lulfdylel-coglan- - dyghlyLal
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Chapter 3: Brainstormingideas

When a journalist gets an idea for an
investigation — regardless of its origin
— they need to realise that it will not
be a walk in the park. It will require
months of research, preparation and
marshalling sources, as well as a
range of skills, an appropriate bud-
get, and an awareness of probable
risks.

When a news outlet allows a jour-
nalist the time and money to pursue
an investigation, they will expect to
get back a final product with fairly
guaranteed results. They will expect
it to make the outlet’s output more
competitive by providing a scoop,
something that no other newspaper
or channel has. As a result, the jour-
nalist will need answers to all of the
following questions:

+ Is the idea clear? Does it
have a particular angle?

+ Has it been investigated
before?

* What is the new angle tak-
en by the investigation? Is it
really fresh and genuine?

* How important is it to peo-
ple? Does it have relevance
to their daily lives - health,
education, nutrition, trans-
port, justice, the economy,
politics, good governance?

« Are the sources publicly
available or not?

* Is the idea risky? If so, how
risky? Where does the risk
lie?

« Will proving it be difficult
and complicated, or will it
be easy?

* What kind of budget does
it need? How much is it like-
ly to cost, according to your
estimates? Is the money
available?

+ What skills will be needed
to pursue the investigation?

* What tools will be needed
to pursue the investigation?



The journalist needs to make sure
that the idea is specific rather than
general and that it deals with a sin-
gle issue. Imagine for example that
a journalist notices that there have
been many road accidents at one
particular point on a motorway. The
idea here is not to talk about the ef-
fect of road accidents in X country.
This is a general idea and would not
contribute anything new. We have to
think outside the box to get a nar-
rower angle. We need to find out, for
example, whether the motorway is up
to code, whether there are any engi-
neering problems. Is its design de-
fective? Why? Did the contractor cut
corners in order to make a profit? Did
the government committee responsi-
ble accept that it was fit for purpose
when the project was completed?
Were they perhaps paid by the con-
tractor to turn a blind eye to structur-
al problems? How many other roads
have similar problems? Where are the
bodies that are supposed to exercise
oversight in these matters? Are they
colluding with the contractors? Or
are they incompetent, ineffective, or
short on expertise?

Brainstorming questions like these
can lead us to preliminary research
that in turn allows us to develop a
specific idea. Let’s imagine for ex-
ample that defects in the design and
construction of motorways in Country
X (corners were cut, oversight bodies
turned a blind eye) have led to an in-
crease in the number of motorway
accidents and deaths between 2015
and 2019.

During preliminary research, the jour-
nalist needs to find out whether this
story has been covered before. This
requires no more than a brief Google

search. If the story has already been
done, then they rethink the angle or
move on to other ideas.

The journalist also needs to work out
how interested the public is likely to
be in the story: the more people it
affects, the more important it is. But
we also need to be wary of simple
crowd-pleasing journalism. Investi-
gative journalism’s job is to serve the
public interest by holding people ac-
countable.

Another important question is that of
risk. Investigative journalism is not a
walk in the park — especially in a re-
gion that is no friend of freedom and
democracy. Every idea for an investi-
gation involves some risk, be it legal,
physical, or digital, and the journalist
needs to be aware of what that risk
is and how best to avoid it. If they
conclude that they would be risking
death by investigating, the best thing
is to stay away. No story is worth dy-
ing for. We will talk more about how to
assess and minimise risk, and about
the importance of professionalism in
this regard, in later chapters.

If, after asking themselves these
questions, a journalist concludes that
the idea is fresh and original and of
interest to the public, that the sourc-
es are not entirely inaccessible, that
the budget, skill sets and tools are all
available (or can be got hold of), then
we move on to stage 2: coming up
with questions and answers in order
to produce a hypothesis.

17



Chapter 4: Coming up with

a hypothesis

Coming up with hypotheses is one
of the investigative journalist’'s most
important mental and organisational
tools . The hypothesis is critical to
how an investigation proceeds. And
because of how critical it is, it can-
not simply be cooked up out of no-
where. It must have a solid grounding
in carefully acquired facts #' and draw
on preliminary research showing that
there is a story worth writing.

A hypothesis is made up of facts and
assumptions. Facts here means sol-
id, corroborated and carefully docu-
mented information, while assump-
tions means information that is yet to
be corroborated, which the journalist
works to prove or disprove.

Investigative journalism, like science,

is about coming up with hypothe-
ses, testing them, and trying to prove
them. The best examples of investi-
gative journalism are rooted in a hy-
pothesis #? that allows them to work
out what happened, how it happened,
and why it happened.

In investigative journalism, a hypothe-
sis is a proposed explanation that as-
sesses a problem or issue in order to
establish the truth of what happened
by making connections between the
facts — even if those facts are not yet
entirely verified. It provides provision-
al answers on how an event might be
connected to an actor (a perpetrator)
and its victim and how big the prob-
lem might be. These are the basic el-
ements of a hypothesis, as Figure 1
shows:

Event

Problem size

Victim

Actor (a perpetrator)

Figure 1: The basic elements of a hypothesis

2 John Ullmann, Investigative Reporting: Advanced Methods and Techniques, St Martins, 1995.

41 Dalil al-Bahith fi Kitabat al-Bahth wa-Shaklihi, Jinan University, Lebanon.

42 Ullman, ibid.



Hypotheses are important because:

» They make it easier to collect data, gather and organise new facts and evi-
dence, and analyse it. —

. » They help us keep control of the investigation and manage it effectively.

* They help test the easiest and best methodology for establishing a hypothesis.

* They help us to focus and be precise and to establish the boundaries and
goals of the investigation. .;

* They help us to more closely understand the issue that we are researching. BN

*» They help us to come up with solutions in the event that problems arise.

m——

» They are the cornerstone of a fully integrated investigation.

=

. They heIp us to market the idea to others *.

* They heIp us to set budgets and keep a tighter hold on time and resources 5

* They help us to establish the sources of the |nvest|gat|on

« It is based on established and documented facts as well as uncorroborated
information (assumptions). 8 -

« It is coherent and based on facts that the journalist is looking to gather as well
as information they already have .

4 Nazakat, ibid, p. 28.
“Nazakat, ibid, p. 28.

4 https://gijn.org/Lill- Jnoll-dLilns iudl-lalgall







Despite the centrality of the hypothe-
sis to the investigative process, it can
always be amended if new evidence
and facts require. A good journalist
should always be open to evidence
that contradicts their hypothesis
and work just as hard to disprove the
hypothesis as to prove it — that is,
they should make just as much effort
to find evidence contradicting it as
they do to find evidence supporting it.
The hypothesis is not an end in itself
but a means of getting to the truth.

Let’s return to the example of road
accidents in Country X. Our journalist
has conducted her initial investiga-
tion, and is now categorising the data
and assumptions she has come up
with:

1: Facts

+ According to official reports that she
has found, ten main roads in Country
X — all built between 2015 and 2019 -
do not meet technical specifications.

+ Technical reports and mapping of
seventy different accidents on these
roads between 2015 and 2019 show
that engineering defects were the
main reason in those accidents.

» There are twenty coroners’ reports
showing deaths resulting from these
accidents.

» There are fifteen medical reports

showing injuries resulting from these
accidents.

6 Ullman, ibid.

2: Data and information

+ All tendering information on the con-
struction of those roads, published in
dailies and relevant websites.

+ Our journalist has conducted inter-
views with experts and specialists
who confirm that there are roads that
do not meet the established technical
standards. They say that the over-
sight committee takes money and
gifts from contractors, and give plen-
ty of examples — but no real evidence.

« All the annual reports of Country X’s
Traffic Authority issued from 2015 to
2019.

+ All the annual reports of the engi-
neering bodies responsible for the
construction of those roads during
the same period.

» The names of all those responsible
at the oversight committee.

« All the names of companies that
won road construction tenders and
the names of their owners and em-
ployees during this period.

+ All the news items relevant to the
roads, categorised by timeframe and
information.

+ Technical plans for the roads provid-
ed in the tendering documents before
construction began.

+ Construction and infrastructure leg-
islation.

21



22

3: Assumptions

* The oversight committee is collud-
ing with contractors.

» The committee receives money and
gifts from contractors. In exchange,
they turn a blind eye to problems with
the roads.

» The contractors change the plans
agreed on in contracts concluded
with the government, without any jus-
tification, in order to cut costs.

« Contractors cut corners on con-
struction in order to save money.

» The laws that regulate public infra-
structure projects include loopholes
that allow contracts to be circum-
vented.

» There are serious shortcomings in

- g T i -h.,,_.-'*"v’.’ 2

47 Nazakat, ibid, p. 28.

government oversight of roads. There
is both abuse of office and neglect
taking place.

Our journalist then takes all of these
points together and formulates the
following hypothesis:

“There are injuries and deaths on the
motorways in Country X because of
construction defects caused by con-
tractors cutting corners. The gov-
ernment committee responsible for
oversight is colluding with the con-
tractors.”

This hypothesis is clearly based on
the preliminary research and the in-
formation and data that it has pro-
vided. It is concise, coherent and
consists of one or two sentences #'. It
breaks down into a number of central
points, and each of these points pro-
duces a series of questions, each of
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which can be answered by a source
or sources (whether human or docu-
mentary).

This allows our journalist to produce
a clear and specific hypothesis which
can be tested and proved or dis-
proved. Note that she has looked at
open sources. She has inspected the
roads herself by looking at official re-
ports and speaking to experts. She
has contacted human sources. The
key to all this was generating a series
of questions through an organised
brainstorming exercise, questions
she then tried to find answers for.

The hypothesis shows the links be-
tween the event, the agent and the
victim. It provides a provisional an-
swer to the problem that our journal-
ist wants to investigate. We can break
it down into its central elements as
follows:

+ Two events. Firstly, contractors are
cutting corners when building roads.
Secondly, the government committee
responsible for oversight is colluding
with the contractors.

» Two actors. The contractors and the
committee.

« The victim. Those killed and injured
and their families. Also, the public
purse, which is the common property
of everyone.

A hypothesis may involve one or more
actors. It may also involve a single
main event with several subsequent
events. The same applies to victims.

23
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Chapter 5: Planning

an investigation

After coming up with a hypothesis, a
journalist can work out what informa-
tion they have already and what in-
formation they want to get access to.
The best way to do this is to produce
a written research plan “.

A systematic plan requires systematic
thinking. To produce a plan, we think
up questions about the facts, sourc-
es, opinions and analysis, the back-
ground, and anticipated obstacles.

+ The facts necessary to
produce an investigation.

* The questions that lead us
to those facts.

* The sources that answer
these questions.

* The methodology.

« Acceptable standards for
evidence.

4 Ullman, ibid.

This division helps the journalist to
prove the events took place and to

gather evidence. Here we can use
a schema like the one in Figure 2.




Hypothesis: “There are injuries and deaths on the motorways in Country X
because of construction defects caused by contractors cutting corners. The
government committee responsible for oversight is colluding with the contrac-

tors.”

There are
injuries and
deaths on the
motorways in
Country X.

- How many inju-
ries on the roads
from 2015 to the
end of 2019?

- What roads did
these injuries take
place on?

- What kind of
injuries are they?
How serious?

- How many
deaths took place
from 2015 to the
end of 2019?

- On which roads?

Sources

- Traffic Authority reports
- Court judgements
- Accident records

¢ - Municipal authorities
: and local councils

: - Medical reports

i - Ministry of Health
: Reports

i - Public statistics office

- News pieces and rele-
: vant data

: - Relevant civil society
. reports

: - Victims and their
. families

- Doctors

- Experts

- Eyewitnesses

- Traffic Authority reports
- Court judgements

- Accident records

: - Municipal authorities
: and local councils

i - Medical reports

i - Ministry of Health
: Reports

i - Public statistics office

- News pieces and rele-
: vant data



- What are these
motorways?

- When were they
built?

- What companies
built them?

- How much did
each road cost?

- Who launched the
tendering process?

- Who oversaw its
implementation?

- What are the spec-
ifications of each
road?

Sources

- Relevant civil society
organisations’ reports

- Victims and their
families

- Doctors
- Experts
- Eyewitnesses

- Criminal investigations

. - Accident records

: - Ministry of Public

. Works annual reports
- Annual reports of

. the Public Contracts
¢ Authority

¢ - Contractors and con-
. struction companies

: - Road construction
. contracts

- State budgets

: - Newspaper announce-

ments

i - Media reports

: - Road construction
: contracts

: - State budgets

- Individual company

bids

- Annual reports of
: the Public Contracts
¢ Authority

. - Contractors and con-
. struction companies

: - Accident reports

- Families of people



" point T
: . Why did these acci-
dents happen? - Eyewitnesses

i Contractors are
: cutting corners.

- Precisely how and
why did they hap-
pen?

- How many took
place between 2015

and the end of 2019?

- How much time
passed between
the opening of each
road and the first
accident?

- Who are these
contractors?

- What are the
names of the com-
panies? When were
they founded? How
much capital do
they have? Who are
the owners and the
shareholders?

- What experience
do these companies
have? Who runs
them?

- Families of people
killed

- Experts
- Court judgements

- Criminal investiga-
tions

- Ministry of Public
Works annual reports

- Traffic Authority
reports

- Relevant civil society
organisations’ reports

- Public Contracts
Authority

- Ministry of Public
Works

- Tendering announce-
ments in dailies

- Information provided
at the site

- Commercial registry

- Company’s official
website, interview
with the CEO or an
employee



- How many employ-

ees do they have?

- What other proj-
ects have they been
involved in?

- How are they cut-
ting corners?

- Why are they cut-
ting corners?

- How many times
has this happened?

- What are the regu-
lations that they are
circumventing?

Sources

- Company’s official
website, interview
with the CEO or an
employee

- Contractors

- Experts

- Lab results

- Technical plans

- Notices of receipt

- Technical reports

i - Contractors
- Experts

- Oversight and inspection
¢ committees :

- Ministry of Public Works

- Bureau of Standards and
: Metrology :

- Contract between the :
: company and the Ministry :
: of Public Works :

: - Tendering announce-
: ments in dailies



There are
construction
defects.

- What are these
: defects?

- Where are they?

: - When did they
: happen?

- Are they getting
¢ worse with time?

i - How dangerous are
: they?

- What are the
reasons for these

defects?

Sources

: - Personal inspection

- People who worked on
: the project

- Contractors

- Engineers responsible

- Notices of receipt

- Technical reports

- Ministry of Public Works

- Standards and Metrolo-
: gy Bureau

- Experts

- Researchers

- Court judgements

- Reports and data from
: relevant civil society

: organisations

: - Technical plans

- Experts

- Technical reports

- Researchers

: - Court judgements

: - People who worked on
: the project

: - Project engineers

- Contractors

- Official government
: inspector



Sources

- Ministry of Public Works

- Standards and Metrol-
: ogy

- Notice of receipt

- Laboratory testing

: - Independent engineers,
: independent construction
: companies

: - Reports and data from
: relevant civil society
: organisations

- What implications
. do these defects
i have for road safety? :

- Traffic and Road
Planning Bureau

- Traffic Authority and
Ministry of Public
Works annual reports
- Accident reports

- Technical reports

- Traffic and road safe-
ty experts

- Researchers

- Ministry of Public
Works

- Standards and Me-
trology

- Notice of receipt
- Laboratory testing

- Independent engi-
neers



The govern-
ment commit-
tee responsible
for oversight is
colluding with
the contrac-
tors.

: - What are the

: committees that are
: colluding with con-
: tractors?

: - ls the collusion
: ongoing?

: -Is it constant and
: regular collusion?

: - Have the commit-
: tees done this more
: than once? If so,

: how many times?

Sources

- Independent engineer-
ing companies

- Contractors

- Reports and data from
relevant civil society
organisations

- Ministry of Civil Works
data on committees

- Information available
on site

- Court judgements

- Reports from the Pub-
lic Accounting Office,
the Treasury, or the
Ombudsman

- Reports and press re-
leases from the Ministry
of Public Works

- Government com-
mittees

- Contractors

- Parliament, the Trans-
port Committee

- Experts and research-
ers

- Reports from relevant
civil society organisa-
tions



- How do commit-

: tees collude with
: contractors?

- Why do they col-
lude with contrac-

: tors?

Sources

- People who worked
or are working on the
project

- Current and former
project managers

- Former members of
committees

- Current members of
committees

- Relevant former gov-
ernment officials

- Court judgements
- Investigative files

- Reports from the
Public Accounting
Office, the Treasury, or
the Ombudsman

- Reports and press
releases from the Min-
istry of Public Works

- People who worked
or are working on the
project

- Current and former
project managers

- Former members of
committees

- Current members of
committees
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- How are over-
sight committees
formed?

- Who makes up
these committees?

- How many mem-
bers do they have?

- How many hours
do they work?

- How are they
paid?

- What sort of sala-
ries do the mem-
bers receive?

- What is the legal
basis for these
committees?

Sources

- Relevant former gov-
ernment officials

- Government com-
mittees

- Contractors

- Relevant laws and
regulations

- The decree forming
the committee

- Report of working
hours

- Salary reports
- People who worked
or are working on the

project

- Current and former
project managers

- Former members of
committees

- Current members of
committees

- Relevant former
government officials

- Government com-
NIGES]

- Contractors



- What are the
conditions for
membership of a
committee?

- What sort of

oversight is there
of the work of the
committee itself?

- Where is this
oversight?

- How many com-
mittees are there
overseeing the
committee’s work?

- How do these
committees exer-
cise their over-
sight?

Sources

- Reports from the
Public Accounting
Office, the Treasury,
or the Ombudsman

- Reports from the
Ministry of Public
Works

- Relevant legislation

- The Ministry of Pub-
lic Works

- Director of the Over-
sight Unit

- Reports from the
Public Accounting
Office, the Complaints
Office or the Ombuds-
man

- Current and former
Oversight Unit em-
ployees

- Current and former
members of the Par-
liamentary Transport
Committee

- Oversight Unit annu-
al reports and press
releases

- Government com-
mittees responsible
for roads



Sources

: ] ¢ - Former and current
: : : oversight committee
: : ¢ members

: ; ¢ - Experts

: : : - Researchers

: 1 ¢ - Anti-Corruption

: : ¢ Committee reports

: : ¢ - Current and former
s 3 ¢ Anti-Corruption Com-
: : ¢ mittee employees of
: : . relevance

Figure 2: Investigation schema
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This schema will help our journalist
to predict the results of the research
plan. It will tell her where to start look-
ing, and help her map out prospective
and confirmed sources, establish suf-
ficient standards of proof and decide
on a methodology, budget and time-
line for the investigation.

When producing an investigation
plan, we focus on proving that there
has been logical, legal and ethical
wrongdoing and establishing where
this occurred, who is responsible and
what their motives were (money, fear,
coercion, maintaining the status quo,
or neglect and incompetence).

The schema answers the questions
raised by the investigation plan #°:

+ What is going on? Why
should the public be inter-
ested in this investigation?
Who is the target audience?
The greater the likely audi-
ence interest, the more im-
portant it will be to the jour-
nalist and the news outlet.

 What is the mistake or
wrongdoing that has taken
place - that is, what is the
event that we are focusing
on? Is it a legal or an ethi-
cal violation? Does it make
sense? How did this hap-
pen? Why did it happen?

* http://www.investigative-manual.org/en/chapters/making-a-plan/-Thow-to-plan-an-investigation/-2-1sources/

* Who is the main actor?
Who else participated? How
did they do it? Why did they
do it? Who benefited?

+ What are the ramifications
of this mistake? What are its
effects? What are the likely
consequences?

* Who was harmed directly?
Who was harmed indirectly?
Who suffers from this mis-
take or violation?

* Who benefits from publish-
ing the investigation? Who
will be hurt by its publica-
tion? Will it help enrich the
public discussion?




Chapter 6: Sources

After a journalist decides on the
questions that they want to answer,
they need to work out what source
or sources will allow them to come
up with those answers. Their ability
to build a network of digital, material
and human sources for each question
will depend on their experience and
how deeply they have researched the
subject of the investigation.

Reliable sources are the backbone
of any investigation. They are the
gateway to facts, to background and
context. They feed into one anoth-
er, lending one another credence. A
good journalist makes their sources
work for one another.

The number of sources is propor-
tional to the strength of an investi-
gation - that is, the more sources an
investigation cites, the stronger it is.
Diverse and numerous sources make
an investigation more balanced and
objective.

Open source material is a key re-
source for investigative journalists.
Today there is much information
that is no longer secret or exclusive
to government bodies. It appears in
government websites, in annual re-
ports, in official gazettes, news bul-
letins, commercial registries, stock
markets, tendering procedures, and
daily and weekly newspapers. The
same applies to public libraries and
reports from civil society and interna-
tional organisations. There are many

other kinds of open source material
both within and outside individual
countries.

A good journalist begins their re-
search with open source materials.
They gather, analyse and assess in-
formation, perhaps creating a special
database to facilitate new discoveries
and conclusions that they can then
try and corroborate using their own
network or any of the other sources
available to them.



There are several different
kinds of sources: *

Paper sources:

documents of various kinds that pro-
vide strong evidence or a historical or
contextual background. They provide
an initial source that is entirely reli-
able so long as it is not forged. They
also cannot be modified or refuted in
court if the journalist is sued, unlike
human sources, whose narrative may
change.

Paper sources help to expand the
scope of the investigation and may
lead to other primary and secondary
sources. But they may also be pro-
tected by privacy laws. Journalists
should refer to the law of the country
in which they are active and seek ex-
pert legal advice in this regard.

0 Nazakat, ibid, p. 30.

One of the difficulties that journal-
ists face here is the difficulty of ac-
cessing paper sources. This requires
open source research skills (and this
includes subscription databases) and
may also involve convincing human
sources to help you get your hands
on them. It may also involve use of
freedom of information laws.

Paper sources sometimes require
expert analysis and explanation (bud-
getary or accounting documents, for
example, or court judgements). Some
may need translation if the journalist
is not good at the language they are
written in. For this you need a human
source who you can trust to help you
out without breaching confidentiality.
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Human sources:

These can be both primary and sec-
ondary. Primary sources are people
directly connected with the event that
a journalist is investigating — victims,
eyewitnesses, people responsible,
people who intervened or participat-
ed, etc.

In an attempted murder, for example,
the primary sources would include
the injured party, eyewitnesses who
saw the shooting and the perpetrator
opening fire, the driver who brought
the would-be killer to the scene, his
partner in crime who planned the
shooting, the seller who provided the
weapon, the person who sheltered
the perpetrator after the crime, the
doctor who produced the medical
report about the incident, the detec-
tives investigating and the prosecutor
who inspected the crime scene.

These all have a direct relationship
with the event and are thus primary
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sources in the investigation. It would
be inappropriate for the journalist to
listen to testimony from sources who
were not present — who had heard
it on the radio, for example, or from
someone else, who heard it from
someone else, who heard it from
elsewhere.

All of the primary sources listed in the
shooting case above will have dif-
ferent stories, despite being closest
to the event. Eyewitnesses will have
seen the incident from different an-
gles —and of course, every source has
their own biases, their own personal,
psychological and social makeup that
affects their view of events. Some
might lie, give unsubstantiated sug-
gestions, exaggerate, miss out things
that they do not like or conflate facts,
conjectures and assumptions.

Journalists should never be afraid to
ask: How do you know? Examining
information carefully is our first re-
sponsibility 5.

tigsaliyya”: https:/ijn




The essence of a journalist’s work
is to relate an event for which they
were not present — which they did
not see themselves. Their role re-
quires collating precise and verified
information from primary sources in
order to get a complete and clear pic-
ture of what happened. This is why it
is so important to have a wide range
of varied sources.

A journalist can interview sources for
many different and interconnected
reasons — that is, there are all sorts of
reasons why they might be newswor-
thy. They might meet them because
they occupy an important post, or
because they are investigating some-
thing important, like a scientific dis-
covery. They might have won a prize,
or be experts in a particular issue.
They might know something or some-
one of relevance to an investigation,
have seen something of importance
(eyewitnesses to a crime, for exam-
ple), or have had something happen
to them (victims or survivors) 2.

We have to discriminate between
sources. There are public figures who
have earned the public’s trust and in-
terest and who have worked hard to
further the public interest in a particu-
lar area (be it big or small). Then there
are temporary public figures who
become briefly famous because of
a particular incident. And then there
are private or normal persons. Public
figures are used to dealing with the
media, to being pursued by cameras
or journalists looking for statements.

They know that their personal space
is delimited by public space and by
the right to criticise, unlike a private
person who has no experience work-
ing with the media and has a right to
privacy.

The ideal human source in investiga-
tive journalism is the closest person
to the story who can be relied upon
and trusted, who is willing to stand
by their statements publicly and who
is easily and safely accessible. Jour-
nalists should look for human sourc-
es that meet all these criteria at the
same time %.

How feasible it is to get access to
sources varies according to person
and according to a journalist’s ability
to convince them of the importance
of being interviewed. Sources that are
the object of suspicion or accusation
will talk to a journalist when they re-
alise that everyone else involved in
the event either has talked or might
talk to the journalist 5. And of course,
you need to make sure that access to
the source is safe — a meeting with a
mafioso or a violent organisation may
put the journalist’s life in danger.

An investigation may result in a battle
of wills between a journalist looking
to expose mistakes or wrongdoing
and sources close to the event that
may want:to keep some information
under wraps %°. Experts suggest in-
terviewing victims, those hurt by an
event or enemies of the parties under
investigation first, because they are

*2 Shirley Biaga, Interviews That Work: A Practical Guide For Journalists, Wadsworth, 1991.

%3 Biaga, ibid.
>4 Hunter, ibid, p. 64.

5 Ullman, ibid.



more likely to want to talk about the
thing you are investigating .

By communicating with and meeting
sources, journalists aim to collect
facts 5 and important information
% and to get access to documents
and supporting evidence °. They
should ask for this directly and
clearly: do you have any documents
that support your story? The aim
of an investigation is to produce a
well-substantiated narrative. Sensa-
tional claims have no value so long
as they are not backed up by con-
vincing evidence.

A meeting should also aim to ac-
quire new sources for the investi-
gation. Journalists should ask their
sources to point them towards oth-
ers who can corroborate their story:
who knows about this other than
you? Who was with you when it
happened? What role did they play?
Please give me their names and tell
me how to contact them. This is a
central part of the process of build-
ing a network of sources, and helps
make sources feel important, as well
as adding many new voices to the
investigation ©°.

* |bid.
%7 Biaga, ibid.
38 Ullman, ibid.

**Hunter, ibid, p. 80.

Journalists use human sources to
corroborate the information they have
gathered and the conclusions they
have reached and to test the credibil-
ity of other sources. A good journal-
ist knows that sources conflate facts
and assumptions, and seeks the help
of experts in analysing documents
and interpreting events. Experts typ-
ically provide unbiased, in-depth and
detailed information ©'.

A good journalist can also get sourc-
es to talk honestly 2. This requires
effort, practice, politeness, and de-
termination. It also requires sticking
to your guns when necessary . The
approach taken when interviewing
victims is totally different from the
approach used when interview-
ing those responsible for an inci-
dent, and different again from the
approach to interviewing experts.
What all of them have in common,
however, is good preparation ¢, and
the greatest possible knowledge of
the source and their personality as
well as what they are looking to get
out of the interview 5.

Some sources will have worries or
fears that will mean they say no to

0 “Kayfiyyat Bina’ al-Masadir li'l-Sahafa al-Istigsa’iyya”: https:/ijnet.org/ar/story/-)alaall-clii-a1615

iyt udl-as
61 Reuters Handbook of Journalism, Reuters Foundation.
2 Ullman, ibid.

% Biaga, ibid.

% Marina Martin, “Fann ljra’ al-Muqgabalat al-Sahafiyya”, https://gijn.org/01/03/2018/%D%81%9D-86%9

% Hunter, ibid, p. 81.



an interview . Some may fear for
their lives or for their families, par-
ticularly in oppressive or authoritar-
ian countries. Others will be afraid
of difficult questions, or fear for their
professional or social future after
publication. Some will be scared of
scandal, of being held accountable,
or of feeling guilty ¢”. Some will lack
confidence in your professional eth-
ics or probity and will worry that you
will twist their words . And some
will simply think they do not know
enough about the subject under
investigation, and may be embar-
rassed to talk to the press.

Dealing with these anxieties and
setting fears to rest requires journal-
ists to engage in dialogue with their
sources, to make multiple attempts,
to be gentle and to negotiate. They
should emphasise whatever might
get them to speak — openness, jus-
tice, ambition, anger, ‘exhibitionism or
a desire for attention, a desire for au-
thority %, serving the public interest,
or the-epportunity to give their side of
the-story .

Sources sometimes request anonym-
ity for fear of the consequences of
publication, especially-when they-are
providing secret or ultra-sensitive in-
formation concerning corruption; or-
ganised crime or maladministration.
The right of a journalist to keep their

% Ullman, ibid.

% Biaga, ibid.

% Hunter, ibid, p. 77.
% Hunter, ibid, p. 77.
7° Biaga, ibid.

1 The Jordanian Press Law of 1988 provides jour

sources secret is enshrined in law in
Arab countries 7!, but it is also, more
importantly, an ethical and profes-
sional duty that has become a key.
part of international human rights
law "2,

Journalists should make every ef-
fort to establish why a source is
requesting anonymity. They should
establish whether they simply mean
that they do not want their name or
job title to be published, whether
they do not want the information it-
self to be published, or both (off the
record).

When sources request protection of
this kind, they usually mean not pub-
lishing the source of the information —
not the information itself. But journal-
ists should be careful to make sure of
this. It is the information itself that is
important. You should thus ask your
sources who else is aware of the in-
formation they are providing. If there
are several people, you should ask for
their names and how to get in con-
tact with them, without divulging your
original source. You can then publish
the information in your report and
note_that it has been confirmed by
various sources:—thereby protecting
the original source. But if thersource
still.srefuses to allow publication of
their name, then you have to respect
their wishes.




The right to protect sources is not
an absolute right. There are various
understandable and justifiable ex-
ceptions subject to a three-part test:
interest, legitimacy, and legal neces-
sity. This is the same test used for
freedom of expression 7.

Concealing your sources is a prac-
tice governed by rules. The use of
anonymous sources has discredited
many a journalist. Likewise, profes-
sional and ethical rules emphasise
the necessity of providing your sourc-
es when publishing: the public has a
right to examine the credibility of the
information provided. You should only
conceal sources’ identity under rare,
exceptional and carefully defined cir-
cumstances . The following points
should be borne in mind:

* You should only promise
not to mention a source’s
name with the agree-
ment of your editor or edi-
tor-in-chief.

. Anonymous sources
should only be used for a
clear and justifiable reason.

» Sources should be named
in the report whenever pos-
sible. If you have to use an
anonymous source, Yyou

should explain why within
the report.

» An editor must weigh up
the advantages and disad-
vantages of using an anon-
ymous source.

+  Anonymous  sources
should only be used with the
agreement of all parties: the
journalist, the source, and
the news outlet.

* If you use an anonymous
source, you must confirm
the information provided us-
ing another source . Mark

Hunter says that information
should never be attributed

to an anonymous source
unless it is confirmed by at
least four other sources .

In the Watergate investigation that
brought down Nixon, Woodward and
Bronstein did not depend on a single
source as some have claimed. Deep
Throat, the anonymous tipster, served

. Anonymous
should only be used when
there is no other option.

sources

7*Hosny Nasr et al, “Zahirat Tajhil Masadir al-Akhbar fi'l-Sahafa al- ‘Arabiyya li-‘Ayyinat min al-Sahafiyyin wa'l-
Suhuf al-Yawmiyya wa'l-Usbu'iyya”, al-Majalla al-Misriyya li-Buhuth al-Ra’iy alAmm, 5:2, December 2004, p. 7.

7 Ibid, p. 8.

76 Hunter, ibid, p. 23.



only to confirm information and help
them avoid major errors 7.

When using child sources, you should
always secure the consent of their
parent or guardian to conduct an
interview 8. It is better not to push
them into agreeing. You should also
bear in mind the necessity of hiding
their identity if the interview will affect
their future prospects . Journalists
should be keen to protect children’s
ideal lives and their mental and physi-
cal health from any risk created by the
interview.

Care should be taken when dealing
with children’s testimony. Children
are particularly likely to conflate fact
and opinion, what they have seen and
what they have heard. They are also
particularly likely to exaggerate or
misrepresent the truth . If the child
is an eyewitness, you should let them
talk spontaneously without pushing
them or asking them yes-no ques-
tions. You should always rely primari-
ly on sources who are of the legal age
of responsibility and fully understand
what they are doing &' in order to ob-
tain precise, verified evidence.

7 Ibid, p. 24.

78 AJM Editorial Guidelines, 2 ed, 2015, p. 46.
7 Ibid, p. 46.

& |bid, p. 46.

& Ibid, p. 87.

82 Nazakat, ibid, p. 33.

8 |bid, p. 33.

Digital sources:

Government and private databases,
websites, video and audio libraries
and social media. These constitute
a vast archive that, with analysis,
can help you get at the facts. Digital
sources provide strong and coherent
evidence with historical background
and context as well as authenticity.
But this all depends on whether you
are able to obtain the necessary data
and information 8.

Digital sources provide rapid,
cross-border information. You can
easily obtain data from the UN Se-
curity Council, the UNHCR or the Li-
brary of Congress from the comfort of
your own home.

Digital sources produce soulless in-
vestigative reporting 8 if they are not
supplemented by human sources
close to the issue. They also require
careful verification, because they are
easy to modify and decontextualise.
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Chapter /: Proving your

hypothesis

In investigative journalism evidence
must be proven beyond all doubt &,
because doubt will be interpreted to
the detriment of the hypothesis . If
an investigation presents possibilities
rather than facts, then it is not yet fully
ripe 86.

If a journalist is unable to provide
proof of the incident and connect the
perpetrator to it, it will undermine the
hypothesis as a whole. The assump-
tion is that the event did not take
place and that the perpetrator did not
cause it. Disproving this assumption
requires solid, provable evidence col-
lected by the journalist.

An investigation begins with a hy-
pothesis. A hypothesis starts as a
suspicion that something has hap-
pened and that somebody is re-
sponsible. A good journalist works
to develop this suspicion or pos-
sibility into certainty. If, after ex-
hausting all your options, you still
are not certain, then you may have
produced decent journalism — but it
will not be investigative journalism.
Investigative journalism requires

84 Nazakat, ibid, p. 7.

conviction, conviction requires cer-
tainty, and certainty requires the
elimination of any doubt #. Doubt
can only be eliminated by marshal-
ling solid, reliable evidence.

Suspicion is about events. Do the
events make sense? Did they real-
ly happen as claimed? Is there evi-
dence to support this? Is there ev-
idence to suggest otherwise? What
evidence? Are there official docu-
ments? Is there a single account or
are there several logical accounts
that can be woven together? Anoth-
er kind of reasonable suspicion aris-
es after study and inspection, after
weighing up the evidence and decid-
ing which is more solid and precise
or free of problems.

A good journalist looks for evidence
refuting their hypothesis. This is the
best way of avoiding guesswork 88,
Contradictory evidence may demon-
strate that the event did not happen
as suggested in the hypothesis,
and that the error was not delib-
erate — that it occurred because of
a third party wanting it to. In this

85 Raed Mohamed, “al-Bara’a fi'l-Qanun al-Jina'i». See: https://almerja.com/reading.php?idm=36706

8 Nazakat, ibid, p. 7.

87 Innocent until proven guilty. See: Abdeljabbar Al Jabbouri, Huqug al-Insan bayn al-Nusus wa'l-Nisyan, Al

Farabi Press, 2015.

& Ibid.



case you should be fair to the per-
son and seek justice and precision.
Evidence may prove that the error
was the result not of collusion and
bad intentions but dereliction of
duty or neglect. This is a very dif-
ferent story, even if the ultimate re-
sult is the same.

What constitutes perfect evidence?
What constitutes substantiated ev-
idence? What makes evidence un-
usable? An investigative journalist
proves their hypothesis using one
or more of the following techniques,
depending on the subject matter,
the nature of the investigation, and
the environment in which they are
working.




Intersecting sources
and testimony

Witness testimony is one of the main
forms of evidence used by investiga-
tive journalists to prove their hypoth-
eses. Testimony must be provided
by primary sources directly linked to
the event, and should be provided
by several different and independent
sources who cannot have decided on
their story beforehand. They should
provide precise and coherent narra-
tives that attest to the fact that the
event took place and link the charac-
ters to it.

For any piece of information to be ac-
ceptable, it requires corroboration by at
least two known, independent sources
89, Several sources may depend on a
single original source, and in this case
they should all be taken as one and not
treated as separate sources for the pur-
poses of corroboration %°.

An investigative journalist compares
and inspects different accounts in
order to work out where they inter-
sect. They should test the credibility
of each source and their narrative
throughout the interview, and ask for
evidence that supports their testimo-
ny. They should try to establish sourc-
es’ motives and weigh up the infor-
mation acquired accordingly, making
sure that it makes logical sense. A

sceptical attitude is one of the best
defences against being manipulated °',
and even the most precise source
should be treated with caution.

A source should be able to take re-
sponsibility for their words and their
actions — they should be of sound mind,
for example, and ideally an adult °2.
When dealing with traumatised victims,
it is preferable to avoid interviewing
them in order to extract statements:
in such cases the victims may not be
fully in control of their actions.

An investigative journalist should
work hard to get access to all the
primary sources on both sides of the
investigation — that is, for and against.
They should have recourse to inde-
pendent, neutral third parties familiar
with the facts who can help them as-
sess how accurate and trustworthy a
narrative is %.

Where anonymous sources are used,
you should follow the same steps giv-
en above — after making sure that the
information is correct and reliable and
that there is no other way of sourcing
it from elsewhere. Anonymous sourc-
es whose names cannot be pub-
lished are the least useful of all when
it comes to proving anything .

8 See the investigative manual at: http://www.investigative-manual.org/en/chapters/making-a-plan/-Thow-to-

plan-an-investigation/-2-1sources/

% AJMN editorial guidelines, 2 ed, 2015, p. 30.

1 Reuters sourcing handbook, http://handbook.reuters.com/index.php?title=The_Essentials_of Reuters_

sourcing

22 Children's accounts can only be taken with parental consent.

% Ibid.

* Ibid.



Majdolin Alan and Imad Rawashdeh %,
for example, used several intersect-
ing sources to substantiate their find-
ings when they investigated torture
and sexual abuse in Jordanian gov-
ernment orphanages in 2009. They
compared theraccounts of thirty for-
mer and current orphanage residents,
as well as testimony given by former
and current orphanage employees %.
All of the testimony was corroborat-
ed and signed, in some cases using
fingerprints where the witnesses were
not literate.

Alan and Rawashdeh’s investigation
also drew on leaked documents from
the orphanages themselves which
supported their sources’ claims. They
also made.use of governmental and
semi-governmental reports and stud-
ies that confirmed the existence of the
problem. Some orphanage residents
were convinced to undergo medical
examinations at a civil society organi-
sation, which confirmedthat some of
them were suffering from psychologi-
cal, physical or sexual illnesses.

 |nterview with Majdoline-Alan.

% Rawashdeh and Alan, investigation into torture and sexual abuse in orphanages. See: https://arij.net/report/

Ji-dilepl-jga-@o-drmia-dilslaiclg-cuieli/



In another example, the Al Jazeera
film Execution By Transport °” showed
how thirty-seven political prisoners
choked or were burned to death in a
transport van at Egypt’s Abu Zaabal
Prison in August 2013.

The film was able to prove the events
by drawing on overlapping eyewitness
testimony from bystanders, survivors
and Inspector Abdelaziz, a mem-
ber of the prisoner protection detail.
These accounts were bolstered with
technical expertise from the coroner
and from an engineering report on the
transport van, which confirmed that
the vehicle was carrying more than
three times its capacity and had no
ventilation or drinking water under ex-
treme weather conditions. They also

drew on meteorological reports, data
provided by civil society organisa-
tions, and court documents from the
official investigation.

The overlapping human and materi-
al sources used in this investigation
allowed it to develop information into
facts: the van did not have sufficient
space for 45 prisoners, the prisoners
were kept inside for more than eight
hours straight, the temperature was
above 40 degrees, the van lacked
ventilation and no drinking water was
provided, and the coroner’s report
listed asphyxiation as the cause of
death. All of these facts confirmed
that there was foul play at work and
neglect of political prisoners opposed
to the new regime.

¥ I'dam bi'l-Tarhilat. See: https://www.youtube.com/watch?v=AnWLQ8AwWH7U
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Building and analysing
databases

Around 130 countries have adopted
laws encouraging the sharing of infor-
mation %, and 87 of them have be-
come part of the Open Government
Partnership . This has improved
the flow of data from governments
to the media and onto the internet.
The same applies to companies and
individuals. The world produces vast
quantities of data every day estimated
at 2.5 quintillion bytes (1 followed by
18 zeros) '. |t is the journalist’s job to
sift through this data and confirm its
accuracy and analyse and collate it in
order to produce high-quality investi-
gations serving the public interest.

Data does not only mean numbers. It
means any raw material — numbers,
letters, symbols — whether it has been
processed or not, even if it is simply
individual facts obtained in different
contexts 0.

To put together a database that will
help produce a quality investigation,
you need to be aware of where to find
that data, whether it is descriptive or
numerical, and how best to get at,
develop, and verify it 1%,

Much published or available data will
fail to totally meet your hopes, re-
quirements and expectations. For this
reason, you will need to put together
a database tailored to your specific
needs. You can do this by using ex-
isting databases, collecting the miss-
ing data yourself or with the help of
others and conducting surveys, inter-
views and field visits. In the absence
of more effective ways of getting at
data, this will be your best option, de-
spite the effort and cost involved 1%,

In a 2016 investigation published on
the Jordanian website Amman.net
and overseen by the Arab Investiga-
tive Journalism Network (ARIJ) 4
journalists demonstrated that mem-
bers of the House of Representatives
had been taking home millions in il-
legal and unconstitutional tendering
money.

There was no database giving the
names of all the members of the 17th
House of Representatives who had
taken government contracts or the
value of those contracts, or showing
their voting, oversight and legislative

% AIE and Centre for Law and Democracy, https://www.rti-rating.org/country-data/

% Open Government Partnership. See: https://www.opengovpartnership.org/about/

1% Mohamed Habash, Lamha ‘an al-Bayanat al-Dakhma (Big Data), see: https://www.tech-wd.com/

wd/24/07/2013/what-is-big-data/

10" Hunter, ibid, p. 138.

192 Craig Silverman et al, Verification Handbook for Investigations, EJC.

195 Amr Al Iraqji, Dalil Sahafat al-Bayanat li-Taghtiyat Qadaya Huquq al-Insan, Journalists for Human Rights Canada,

1 ed, Amman, 2017, p. 16.

1%See:https://ammannet.net/(ué ilu-cilgi-cigia-@a-gulalli-Cilsla e /Gilé 18 '/ guijli-cilgl



behaviours after winning these con-
tracts. Nor did requests for informa-
tion help the investigative team to get
hold of the names of the companies
that had won those contracts or find
out their financial value. This made
the first part of the investigation very
difficult.

With some effort, however, the team
managed to find a list of all govern-
ment contracts given to companies
on the Government Contracts Of-
fice’s website. They also found data
on the tenders put out by the Public
Procurement Bureau and the Greater
Amman Municipality. This formed the
kernel of the investigation. The team
also drew on an open database of
companies and their shareholders as

ot Puprlaowt  Fumdss  Outa

well as the House of Representatives
website, which provides members’
names. This allowed them to make
sure that they had the right repre-
sentatives and there had been no
mix-ups because of similar names.
A leaked list of Civil Status records
listing names, spouses and children
also provided some clues. Using all
this information, the team came up
with a spreadsheet format appropri-
ate to the investigation, which they
filled in with the names of represen-
tatives, their dates of birth, their elec-
tion dates, the names of the compa-
nies in which they held shares, these
companies’ purposes and capital, the
government contracts they had won,
the value and date of those contracts,
and other relevant information:

The database used in the investigation



A lot was achieved in this investiga-
tion by analysing, collating, indexing,
and arranging data extracted from
publicly available documents.

This data helped to create a map of
companies, people associated with
them, and government contracts.
This allowed the team to take the first
steps towards producing and pub-
lishing this information about fifteen
days before the next set of elections.
The timeframe made this investiga-
tion the most important in the country
at the time, and revealed a number of
headline figures

+ A quarter of a billion JD
in government money went
to companies belonging to
HoR member Hazem Majali
and his son

+ 128 million went to the sib-

lings of the Atyeh brothers,
both HOR members

* 150 million went to com-
panies owned by the broth-
ers of HOR member Atef
Tarawneh

105 Silverman, ibid.

19 Silverman, ibid.

*+ 92 members of the 17th
House of Representatives

held shares in companies
with a combined capital of
one and a half billion JD

Nonetheless, data cannot take the
place of traditional journalism, and
even the best data analysis cannot
replace fieldwork and investiga-
tion %, The team thus submitted
some 27 freedom of information
requests to various ministries and
institutions asking about govern-
ment contracts that had not been
published on the three official
websites. They also interviewed
experts on the constitutional and
legal aspects of the case, on
transparency and on companies,
and confronted representatives
who had violated the constitution
and the law.

Verifying data protects journalists
from misleading the public. Data is
at least as dishonest as people: at
the end of the day, it is collected
and collated by human beings %.
As such, data cannot be trusted ab-
solutely, because it is influenced by
the biases of those who collect it.
You should always make an effort to
verify your data and ask questions
to those who collected it in order to



avoid publishing inaccurate obser-
vations 1°7,

We advise journalists to ask gov-
ernment bodies for raw data, be-
cause analysis of raw data helps
produce a successful investiga-
tion. It is also often necessary,
however, to access information
that the government does not want
to reveal. In this case you will have
to negotiate with officials, work
out how to classify it, digitalise it
and enter it into a database. And
of course, you will have to sift
through it carefully and review it in
order to guarantee that it is free of
mistakes 18,

While data provided by government
bodies is essential, you should also
try and work out how to get access
to other additional or supporting
data, in order to make sure the inves-
tigation is as watertight as possible.
You can try following the accounts
of people assumed to be close to
the issue or influential or who are in-
volved in public affairs, whether be-
cause they hold an administrative or
legislative office or because of their
position in the world of finance and
business. Following their posts and
the people who interact with them
may reveal new information or lines
of investigation.

You may also find it useful to look
for relevant data by analysing or re-
viewing old media publications on

107 Al Iraqi, ibid, p. 35.

198 Ullman, ibid.

the subject. This can also give you
an insight into public opinion on the
issue at hand or on similar issues in
the past.

After this, you can sift through the
data, in order to get a new angle that
will give it an added value not present
in traditional analysis.

Written evidence

Written and documentary evidence is
an important source for any journalist
seeking to access and prove facts in
order to use them as evidence in their
investigation. The official documents
used should confirm the incidents
and acts that the journalist wants to
prove. They should be related to the
facts and the characters involved.
Documents should not be used sim-
ply for decoration .

1% Fadwa Helmy, “al-Watha'iq fi'l-Film al-Istigsa’l”, al-Sahafa, Al Jazeera Media Institute, see: https:/institute.

aljazeera.net/ar/ajr/article/441



An investigation produced by the
Syrian Investigative Journalism Unit
(SIRAJ) "° showed that five patients
had died and a sixth had lost a hand
because of negligence and inade-
quate precautions taken by doctors.
Both the doctors and the hospitals
that they worked at had escaped
being held accountable because
of the lack of a medical negligence
law in Syria. The investigation used
autopsies listing negligence as the
cause of death as well as death
certificates in order to demonstrate
this.

The investigation team made sure
to verify that the documents were
accurate before incorporating them
into the investigation, closely ex-
amining the form, the content, the
handwriting and the signatures and
consulting sources mentioned in the
reports.

A similar approach was taken by the
Guardian team that analysed the
so-called Palestine Papers (docu-
ments pertaining to the Palestine-Is-
rael peace negotiations), which were
leaked to Al Jazeera and published
in partnership with the British news-
paper. Before publishing the docu-
ments, they consulted independent
sources, former participants in talks
and various diplomatic and intelli-
gence sources, who all confirmed
that they were accurate '".

A page from the autopsy report
used by the investigation

19 Al-Mabdi’ al-Qatil investigation, see: https://arij.net/deadly_scalpel/

" The story behind the Palestine papers, The Guardian: https://www.theguardian.com/world/2011/jan/23/story-

behind-leaked-palestine-papers



Official documents issued by respon-
sible government bodies are some of
the strongest proof you can muster,
so long as they do not turn out to be
forged. There is a legal principle that
an identical copy is as effective as the
original unless it can be proven inval-
id 2. This principle applies equally
to investigative journalism: evidence
collected by journalists is no less
effective than that collected by de-
tectives, particularly given how often
investigations end up in court (either
seeking justice for victims or because
the journalist is being sued). If the
evidence cited is weak, then this can
cause you real legal trouble.

Verifying documentary evidence is
essential. You should assess the form
and content, the dates, the stamps,
the handwriting, the signatures, the
letterhead, the CCs and BCCs. Doc-
uments can be just as imprecise as
human sources, and may even have
been forged or issued by someone
with no right to do so. All this means
that they can be misleading "'®. Take
care to ensure that they are accurate
before using them.

If the document is an official letter,
then there will be a sender and a
recipient, as well as CCs for refer-
ence — each of them giving names
and job titles. You can contact these
people, present them with the docu-
ment and ask them to confirm that it
is real. Documents that are not cov-
ered by secrecy laws may also be

"2 The Jordanian Evidences Law (1952/30). The Syrian Evidences Law (2014) and the Egyptian Evidentiary Law
(1999) include similar wordings.

3 Under Article 266 of the Jordanian Penal Code, a “falsely ratified document” (musaddaga kadhiba) is an official
document issued by a competent government employee for himself or for others which will result in illegitimate
benefit for him or others or cause harm to the interests of another party. Similar provisions are found in the
statute books of other Arab countries.



subject to freedom of information
requests 4.

When power struggles take place be-
tween different elites or factions with-
in the regime itself, many documents
will be issued, some entirely valid and
some less so. Journalists may find
themselves being used as puppets in
these conflicts. Be particularly careful
in these circumstances: publishing a
fake document may end your career.

Leaks that do not come in document
form but rather as copy-pasted or
encoded text require particular care.
Anyone whose name appears in such
a leak can easily dispute or deny their
involvement, and journalists and their
employers may be sued for publish-
ing unsubstantiated information °.
When no original copy is provided,
we have no way of knowing whether
sentences or particular words have
been lost or added, or whether this
has been done deliberately, or wheth-
er the figures and dates or the spell-
ing of names is correct.

In the case of the Panama Papers, for
example, the leaks came in the form
of documents, passports, emails,
signhatures and emails, which helped
to confirm their veracity (the public
admission by Fonseca that the docu-
ments were real and had been linked
as the result of a hack also lent the
documents great credence) 6. Gov-

"% Jordanian State Secrets Law (1971/50).

ernment institutions also took steps
to verify the documents. All this trans-
formed them from documents into
solid proof. The same applies to the
famous HSBC leaks, whose veracity
was confirmed by the bank itself after
a former employee shared them with
the French Tax Authority '7. But none
of this means that journalists are ex-
empted from engaging in their own
traditional examination and verifica-
tion of documents that they want to
use in their investigations.

There are several kinds of written evi-
dence. In law, these documents have
varying probative value:

* Documents produced by govern-
ment bodies, which are assumed
to be proof of their contents unless
they are proven to be forged and can
be marshalled as evidence of any-
thing and against anyone 8. These
documents include passports, birth
certificates, university and school
graduation certificates, government
contracts, official communications
and letters, anything published in the
official gazette (so long as it has not
subsequently been amended or re-
pealed), and documents originating
elsewhere that have been signed or
stamped by a competent government
official.

* Documents produced and ratified
by organisations or companies and

15 Article 45 of the Jordanian Press Law, for example, makes “failure to investigate the accuracy and objectivity”

of a document a legally punishable offence.

116 “Watha'ig Banama: Sharikat Musak Fonsika Taqul: Innaha Dahiyyat Qarsana lliktruniyya”, BBC Arabic, 2006. See:
https://www.bbc.com/arabic/worldnews/160406/04/2016_panama_papers_hack

"7 “The HSBC files: what we know so far,’ The Guardian: https://www.theguardian.com/news/2015/feb/11/the-

hsbc-files-what-we-know-so-far

18 Jordanian Evidences Law (1952/30), as amended.




issued by a competent employee.
These can be used as proof against
their originating organisations, so
long as they are not proven to be
forgeries. Documents of this kind
include budgets, decisions taken by
the board of directors, other adminis-
trative decisions, payrolls, etc.

» Documents produced and ratified by
natural persons (i.e. signed, stamped
or fingerprinted by them). These can
be used as proof against their origi-
nator, so long as they are not proven
to be forgeries, but cannot serve as
proof against others. Documents of
this kind include personal letters, wills
and diaries.

* Documents produced by organi-
sations or natural persons that have
not been ratified or signed can also
be cited as supporting evidence, i.e.
supporting a case already substanti-
ated with other forms of proof.

+ Emails can be used as evidence
against their sender, so long as they
cannot prove that someone else sent
the email.

» Government emails, so long as they
are not proven to be forged, can al-
ways be used as proof ''°.

+ Final court judgements can be used
as proof against anyone with regard
to their content and the facts of the
case. Non-final judgements and in-
vestigation files are not proof be-
cause they may include confessions
extracted by force, but they can be
used as supporting evidence.

" Jordanian Evidences Law (1952/30), as amended.




» The minutes of parliamentary ses-
sions and meetings of municipal
councils, local committees, party
committees, associations, unions
and publicly traded companies can
be used as proof of what was said,
even if it is defamatory '2°, as well as
any decisions reached and the gener-
al progress of the session.

Personal experience

By personal experience we mean a
journalist undertaking an entirely legal
action, without concealing their iden-
tity, in order to test compliance to the
law by others and uncover mistakes
or violations taking place because of
the system or its responsible people.
For example, you might buy a pre-
paid sim card and verify that compa-
nies calculate the price of a minute
correctly as they claim. Or you might
go and play a particular sport that re-
quires protective gear, and discover
that the relevant authority is not inter-
ested in the safety of players and al-
lows them to play in normal clothing.

Personal experience is one of the
most important sources of proof, par-
ticularly in investigations that involve
careful inspection of legal procedures
or routine official practice. Eyewit-
nesses, no matter how good they are
at telling you the facts, often do not
pay enough attention to the detail
of legally and procedurally complex
processes to provide you with all the
information you need. A journalist, on
the other hand, can familiarise them-

120 Article 198, Jordanian Penal Code.

selves with the process through care-
ful research and then test it out them-
selves. Under these circumstances,
they may end up having to conceal
their identity.

Majdoline Alan, for example, pro-
duced a report on government fail-
ures to implement the Jordanian
Freedom of Information Law, pub-
lished in Al Arab Al Yawm in 2010 2.
All she had to do was submit Fol
requests to the relevant government
offices and see whether the proce-
dure was completed as stipulated
by law - that is, whether the request
was accepted and processed by the
deadline imposed by the law and the
form and content of the response.
She then submitted a complaint to
the Information Office, and brought
a lawsuit against the Land and Sur-
veys Bureau for failing to respond to
a request for information on the salil
of government land. By carefully doc-
umenting every stage of the process,
she was able to demonstrate that the
law suffered from loopholes and was
not being enforced.

The team behind a 2014 investigation
into misleading adverts that tricked
girls into working in prostitution 22
wanted to find out how adverts of
this kind were finding their way into
respectable newspapers, and how
much effort newspapers put into ver-
ifying advertising submissions. They
thus submitted misleading and vague
adverts offering work for girls to two
national newspapers. The newspa-
pers did not request any proof of

12! “Hashashat Qanun al-Husul ala’l-Ma'lumat wa'stihtar al-Hukuma fi'l-Ta'amul ma'ahu”, see: https://arij.net/

report/lg-cilagleall-gle-Jgnall-Ga-Ogils-diiiliim/

12 Matlub Fata, http://assabeel.net/news/-Ciltio-zjaiui-aidl cl-cann-@a-adlliaa-cathgi-cilinlel/20/5/2014

alyyl
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personal or organisational identity in
order to confirm the veracity of the
adverts. After the publication of the
story, the government introduced leg-
islation obliging newspapers to run
checks on advertisers.

You might reasonably ask what the
difference is between personal expe-
rience and disguise. In the latter case,
a journalist changes their identity.
They go into a place that would be
difficult to enter honestly under false
pretences, because without doing so
they would be unable to prove their
claims, and because if they were dis-
covered, they would not get the infor-
mation they were looking for. We will
discuss disguise in more detail later.
Personal experience, meanwhile,
does not involve a change of identity.
The journalist goes in like any other
normal person, exercising their right
to do so. Their identity being revealed
would have no effect on the oper-
ation. Nor would it put them in any
danger. In this case they are a service
user or customer like any other. Se-
cret operations are more complicated
and subject to more conditions.

You should always think carefully be-
fore using personal experience and

make sure that it is going to be useful
and add value to the investigation. It
should contribute to uncovering the
truth and proving the hypothesis 2.

When gathering information through
personal experience:

*+ Do not conceal your identity. If
asked, you should answer honestly.
But you should not volunteer this in-
formation without being asked, as it
may skew the results.

» Do engage with the system as a nor-
mal citizen — as a normal service user
or customer — in an entirely legal way,
in order to find out how it works and
identify problems.

* Do repeat the experience multiple
times in order to prove that the prob-
lem is systemic and cannot be at-
tributed to bad apples.

* Do conduct in-depth, careful re-
search, in which you familiarise your-
self with the relevant regulations and
procedures before engaging with
them.

» Do be careful to engage with the
process like any other person.

* Do be careful not to attract atten-
tion.

* Do document everything that you do
and everything that takes place. Ask
for and hold onto receipts, cards and
documents, take photos and record
films, or write everything down in de-
tail as soon as you finish.

' |nas Abu Youssef, Dalil al-Sahafa al-Istigsa‘iyya min Ajl al-Tanmiya, Friedrich-Ebert-Stiftung, 2016, p. 68.



Lab analysis

Journalists use lab analysis to con-
firm that violations have taken place
that cannot be proven by other meth-
ods. Lab analysis constitutes very
solid evidence, especially if it is pro-
duced by a neutral, specialised, rec-
ognised party. Although it is costly
and time-consuming and requires
concentration and precision, it can be
exactly what an investigation needs
to make it watertight.

Al Jazeera used lab analysis in its
famous investigation into the death
of Yasser Arafat 4, in which analy-
sis conducted by a Swiss laboratory
uncovered high levels of polonium -
a radioactive poison - in the former
PLO leader’s belongings. Arafat’s re-
mains were subsequently disinterred
and samples taken for testing in
France, Russia and Switzerland.

Lab testing is used to investigate
deaths, attempted murders and sex-
ual assaults. It can also be used when
investigating food safety, water quali-
ty, agricultural practices and consum-
er protection issues, when you need
to establish the extent to which roads,
power grids or children’s toys (for ex-
ample) meet industry standards.

Lab testing requires careful and pro-
fessional study. In its aforementioned
investigation into Arafat’s death, the
investigation team were helped by
the family of the deceased, who had

held onto various of his belongings
and were able to supply hair and
urine samples from his clothes. If
journalists had not been able to con-
vince Arafat’s widow Soha to partici-
pate, the investigation could not have
gone ahead.

A journalist who wants to produce an
investigation drawing on lab analysis
will need to familiarise themselves
with the nature of the analysis re-
quired and the types of measure-
ments that it is likely to produce. It is
never a bad idea to consult experts
on these sorts of questions. Lab anal-
ysis also requires a precise and solid
methodology in order to rule out any
doubt in the results and their credibil-
ity. You should always stick to highly
respected labs that enjoy technical
and scientific accreditation.

Lab analysis results alone do not con-
stitute an investigation. You will also
need to establish the background and
the context, as well as working out
what they mean from a scientific per-
spective and what effect they have on
the victims. You will also need to work
out how the results of the analysis are
connected to the victims and to the
event.

In Al Jazeera’s investigation we had
to begin with Arafat’'s DNA, making
sure that it matched with the hair we
found in his hat and the urine samples

124 “Madha Qatala ‘Arafat?” See: https://www.youtube.com/watch?v=mtPi5InvFKk



we took from his underwear. We then
had to look for poisonous chemicals,
and then biological and ultimately
radioactive material in order to get
results. This was a long and costly
process, but it was worth it.

Investigations looking into the safety
of food, medicine, water etc require
mechanical study. This begins with
taking samples correctly. You might
want to seek the help of a technical
expert in taking the samples. If so,
you can record the process on video.
You should also record the payment
as well as the process of taking sam-
ples to the laboratory and handing
them over. You will also need to ex-

plain the results to the public simply
and straightforwardly, emphasising
why the results are important for
them.

The investigation may require testing
multiple samples of the same kind
over an extended period of time in
order to demonstrate that contami-
nation, for example, is not an isolat-
ed case but part of a systematic and
ongoing problem. An example of this
kind of investigation is provided by
journalists at the Jordanian magazine
7iber, who discovered that Jordani-
ans were unwittingly buying genet-
ically modified wheat from traders
who were circumventing the law 2.

12 “Tahqiq al-Durra al-Mu‘addala Jiniyyan”, see: https://arij.net/corn/



Technical expertise

In many investigations a journalist
will not be able to produce convinc-
ing proof on their own because of the
technical nature of the issue. In this
case you will have no option but to
turn to an expert.

If you are investigating, for example,
the forging of official documents, di-
plomas or signatures, then you will
have to seek the help of a technical
expert who can help you analyse and
compare them in order to work out
whether they have been forged or not.
Technical expertise is also useful
when working out property pricing or
identifying ill-gotten wealth or finan-
cial corruption. In this case you might
want to take an assessor recognised
by the courts or by government bod-
ies to the property and ask them to
write an expert report. You should
then get another two independent ex-
perts to do the same thing and com-
pare the results, so as to ensure that
they are neutral and independent.

Expert assistants can also be of use
in working out whether infrastructure
or buildings meet technical specifi-
cations — the thickness and height
of walls, for example, or the external
shape of a building.

You should always choose the best
experts — the ones used by the courts
or other official bodies — and make

sure that they are credible. When they
finish their work, they should write a
full report on what they have seen
and, if possible, sign and stamp it. A
report of this kind can serve as proof
in court. If the investigation is going to
be broadcast on TV, you should also
interview the expert on camera.

Al Jazeera’s Extrajudicial Execution
report ' showed that nine promi-
nent Muslim Brotherhood leaders
who died in a flat in 6 October City
(Cairo, Egypt) — who the Interior Min-
istry claimed had been shot during a
firefight with the security forces — had
actually been executed. The investi-
gation found that there had been no
such firefight, and that the nine vic-
tims had been shot deliberately at
point blank range after being taken
into custody.

Proving that no firefight had taken
place and that the men had been
killed deliberately required forensic
expertise. Victims’ entry and exit
wounds were examined, allowing
experts to establish the range at
which they had been shot as well as
other details: if an entry wound was
on the dead man’s back, for exam-
ple, then that meant that he could
not have been attacking the secu-
rity forces — who were supposedly
firing up from the ground at a flat on
a higher floor.

1% Extrajudicial Execution, see: https://www.youtube.com/watch?v=2qkID_ZQdUk

all.



The team behind the investigation
thus made use of a group of indepen-
dent forensic pathologists including
Tasneem Koroud, head of forensic
pathology at Istanbul University, the
Iraqgi pathologist Abdul Nasser Kilani,
and the security expert Mazen Al Sa-
marrai. These experts were able to
totally disprove the security forces’
story using scientific and technical
evidence, demonstrating that one
of the victims was leaning against a
door facing away from his assailants
(rather than facing towards them and
resting the gun on the door as he
would have been if he was attacking).

Just as with lab analysis, technical
expertise alone does not produce an E
investigation. It is part of the process

of proof, and must be supported with

context, background, source testi-

mony, and, if possible, documentary

evidence.
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Going undercover

In investigative journalism, going
undercover means working secretly
without revealing yourself as a jour-
nalist. This is a long tradition in jour-
nalism: as early as 1887 Elizabeth
Cochrane took on an assumed name
and pretended to be mentally ill in or-
der to spend ten days in a women’s
sanatorium in New York (allowing
her to uncover the abuse of patients
there). Disguise has been a key part of
the arsenal of American investigative
journalism ever since '?’. In Europe,
Gunther Wallraff disguised himself as
a factory worker in order to expose
the terrible conditions experienced
by migrant labourers in Germany 2.

In the Arab world, Hanan Khandagji dis-
guised herself as a trainee in a Jordanian
care home for the disabled as part of a
joint BBC-ARIJ investigation ' into the
poor treatment of children in these
homes. This investigation resulted in
royal intervention, with the formation
of a special high-level committee to
deal with the problem.

In 2012, Mus’ab Al Shawakbeh dis-
guised himself as a secondary school
student, registered for private study
and took his exams with the other
students. He was able to show that
the answers to the most important
Jordanian national exam were being

leaked systematically '*® and that a
black market existed for the purchase
of questions and answers.

Muhammad Abulghit created fake
social media accounts for people
looking to buy weapons in Yemen, al-
lowing him to trace the final users of
those weapons. His investigation for
Deutsche Welle revealed a steady ille-
gal flow of Saudi and Emirati-bought
western arms into the hands of
groups fighting in Yemen 81,

None of these examples involved en-
trapping those involved in the inves-
tigation by tricking, bribing or threat-
ening them into making mistakes
they would not have made otherwise.
If they had, it would compromise the
entire investigation. The point is for
the journalist to show, precisely and
objectively, the existence of a serious
and systematic issue.

Although there is a very thin line be-
tween going undercover and entrap-
ment, journalism is not about setting
people up to fail. By setting up an am-
bush you are indirectly encouraging
them to make a mistake — a mistake
that they would not have made if not
for the ambush %2,

Let’s say you are preparing a report
on bribes in a government office
and, having disguised yourself as

127 Skolkay, Andrej, Undercover Investigative Journalism and Money-Laundering, 2017, p 5.

12 |bid, p. 10.

129 “Khalf Jidran al-Samt”, see: https://www.youtube.com/watch?v=SzVgAitXWdl

130 “al-Tawjihi Hakim Zalim”, see: https://www.youtube.com/watch?v=QQbClLzBtd4. See the full report on ARlJ's
website:https://arij.net/investigation/glaial-dllxc-glowi-cupnillg-cinmill/

131 “al-Mustakhdim al-Akhir”, see: https://www.dw.com/ar/ mil-ﬂm@l-@ﬁju‘g/av%ﬂ 3692-

132 Anas Anas, Undercover Guide For Investigative Reporters, Fair Reporters, 2014, p 5.



an applicant, offer a clerk who earns
200 dollars a month a sum of 1,000
dollars to process something small.
The clerk takes the money, and you
secretly film the exchange — despite
the possibility that this may be the
first time in their life that they have
ever taken a bribe. This is a trap:
you have used their humble financial
means to incite them to corruption
by offering them a sum you know
they will almost certainly not be able
to resist 1%.

Going undercover should be a last
resort used only after all other meth-
ods have failed you (and you have
documented the failure). Undercov-
er work is open to numerous criti-
cisms: it is incompatible with the
values of transparency, honesty
and protection of the human right

to privacy and to choose whether
to appear in the media. You should
always make it clear to the audi-
ence why you have chosen this tool,
making sure to always be entirely
truthful. There are exceptions to this
rule — like telling the truth once you
have already established it ** — but
you should always be transparent,
especially when the facts are con-
troversial or likely to have far-reach-
ing effects 3%,

You should never go undercover on
a whim or to excite the audience
or give them the impression that
you are exposing something big. It
should be used only under very spe-
cific conditions, in ways that are le-
gal, and ethical and do not risk the
professional safety of you and your
team. Some investigations are risk-

A\

A5 ...adapidl 0224 Wl

\ -

A scene from the investigation

13 |bid, p. 5.

134 Seow Lee, “Lying to Tell the Truth: Journalists and the Social Context of Deception”, Mass Communication and

Society 1)7), p. 98.

135 Anas, ibid, p. 11.



ier than others, and sometimes may
even put your life in danger. In these
cases you can go undercover, but
only after thinking about it carefully
and making your reasons for doing
so clear %,

When going undercover, you should
bear the following points in mind:

+ The information you hope to ac-
quire should be of great importance
to the public and serve the public
interest. You should weigh up the
costs against the benefit to the pub-
lic — exposing major breaches of law,
for example, or systematic mistakes.
Going undercover should be used to
put an end to ill-treatment, abuse of
power and widespread corruption,
helping secure justice for the weak
and the powerless, guarantee equal-
ity of opportunity and the rule of law,
and ensure respect for human rights.

+ Going undercover should be a final
resort to get hold of information. Be-
fore turning to undercover work you
should have exhausted all of your
other options, making sure to docu-
ment this process carefully.

» Document all your attempts to ac-
quire information by professional and
legitimate means. This will play in
your favour if you face legal action,
and will also help you make your case
to your editor, who will have to sign
off on you going undercover.

136 Skolkay, ibid, p. 10.

* Do not pretend to have any official
position %7, whether civilian or mili-
tary, or wear any official uniform that
you do not have the right to wear.
Impersonating an official is a crime in
Arab countries. While investigating a
hospital, for example, you cannot im-
personate a doctor — but you can pre-
tend to be a patient or accompanying
a patient, or a normal visitor.

In one investigation into the exploita-
tion of patients by doctors and hos-
pitals in the private medical sector in
Jordan %, the journalist pretended
to be a taxi driver. This is not illegal,
because a taxi driver is not a public
official.

« Do not entrap people. Consider
your approach carefully, objectively
and realistically. Make sure that you
are not setting your target up to fail by
offering them money or power or by
threatening or coercing them.

+ Always get your editor’s approv-
al. Make your reasons clear. Editors
should consider all aspects of the
case carefully before agreeing.

+ Always have a back-up plan in
place in case you or your team are
arrested or put at risk. In this case
you should contact the emergency
team immediately. You should not
lie about your identity — it is safest
at this point to be honest. This saved
Yosri Fouda after he tried to cross

137 Article 202 of the Jordanian Penal Code (1960/16). Impersonating an official is also a crime according to
Articles 391 and 392 of the Lebanese Penal Code (as amended) and Articles 159-155 of the Egyptian Penal Code.

The same applies in Palestine, Syria and Iraq.

138 “Asirra Sawda”, see: http://tinyurl.com/y6ey34w9



from Syria into Iraq illegally after the
US invasion and was caught by the
Syrian security forces 1%.

* When preparing to go undercover,
consult a lawyer specialised in media
and publication cases and establish
any legal problems that might arise
after publication. The relevant law
varies from country to country. With
the help of the lawyer, work out what

the damages are likely to be in the =

event of legal action, and how you
can make sure you have the best
possible defence 4.

» When producing the story, always
make it clear to the public that you
went undercover. Be transparent and
honest and explain your decision to
do so.

+ Always give the person or organi-
sation affected by the investigation
the chance to respond so that the in-
vestigation is fair and just. This may
require you to put in place safety pre-
cautions or give serious thought to
what the best way of doing this is.




Hidden cameras and
recording devices

Using hidden cameras and recording
devices is often linked with going un-
dercover, but it is possible to plant
such devices without ever disguising
your identity. You could also have
a third party record what happens,
without any intervention on your
part. In all cases there are conditions
that must be met before recording
someone without their knowledge
for these recordings to be used as
evidence.

In a 2019 BBC Arabic investigation
that exposed the illegal buying and
selling of domestic servants over
apps available in the Google and Ap-
ple Stores, two journalists used a hid-
den camera to record their conversa-
tions with 57 app users who wanted
to buy maids. They also recorded vis-
its to more than ten people who were
offering maids for sale ™.

An Al Jazeera investigation likewise
used a hidden camera to document
the sale of Caribbean diplomatic pass-
ports to wealthy figures and criminals
in exchange for bribes, helping the rul-
ing class stay in power and fund their
electoral campaigns 2.

In both these reports, journalists
had no way of securing solid proof
of their hypotheses other than se-

cretly filming activity that on many
occasions was illegal. This allowed
them to demonstrate the presence
of a clear and systematic phenom-
enon, rather than isolated cases.
Using hidden cameras was the last
resort after all other approaches
had failed.

The use of hidden recording equip-
ment raises the same issues of hon-
esty and transparency that going un-
dercover does. The point is to weigh
up the damage caused to individuals
or organisations against the benefit to
the publish interest.

To use a hidden camera, you will
need training and skill, as well as a
daring, professional team that works
well together and can be discreet.
You will need to make sure that you
are maintaining professional ethics
and that you are not putting sources
in danger.

In the investigation into Jordani-
an care homes mentioned above,
journalists blurred the image of
one care home worker — despite
the fact that she had beaten chil-
dren, and despite leaving other
workers entirely visible. This is be-
cause this woman wore hijab out-
side the care home, but removed it

! Khadimat Ii'I-Bay’. See: https://www.bbc.com/arabic/middleeast50127606-

%2 Diblumasiyya li'l-Bay’. See: https://www.youtube.com/watch?v=mH8PksRjn4w






When using hidden camer-
as or recording equipment,
you should bear the following
points in mind:

» The harm that would be caused by
allowing the information recorded to
remain under wraps should be great-
er than the harm caused by using hid-
den cameras.

* You should have exhausted all other
means of getting access to the infor-
mation. If you are investigating a care
home, for example — where CCTV is
typically available — you should first
try to get hold of the CCTV footage
through a Freedom of Information
request, personal contacts, sources
inside the home or by some other
professional and legal means. If the
wrongdoing has been recorded and
has not been deleted, then this foot-
age is of far more value than a record-
ing acquired using hidden cameras.

» The recording should expose ma-
jor and systematic failings or serious
errors by decisionmakers that will al-
low human rights violations against
powerless or marginalized people to
continue or undermine the rule of law.

* You should not record in homes or
other private spaces protected by
law. Arab countries’ constitutions
provide for the sanctity of the home
43 as well as the right to a private
life 4. Of course, public figures are
different from private persons. You

should always weigh up the effect on
people’s lives and the effect on their
function in the public sphere.

* You and your manager should think
carefully about whether to use a
hidden camera. What are your rea-
sons? Is this approach justifiable? Is
it professional and ethical? The edi-
tor-in-chief should sign off on any use
of hidden recording equipment.

* You should consult a specialized
media and publication lawyer before
using hidden cameras in order to es-
tablish the legal ramifications of us-
ing hidden recording equipment and
what you are and are not allowed to
do. This is particularly important giv-
en the speed of development in this
area of law and differences between
countries.

* Put in place an emergency plan in
case you are arrested or caught.

+ Always present the people or insti-
tutions who will be affected by the re-
cording with the footage and provide
them with a right of reply so long as
this is possible and safe. Many jour-
nalists may find this a difficult task,
but doing so can be a lifesaver if you
are sued.

In the Girl Wanted investigation de-
scribed above, one of the people se-
cretly recorded in the course of the in-
vestigation sued the Al Balad channel
for slander. The court ruled that the

% Article 10 of the Jordanian Constitution. Similar phrasings are found in all Arab constitutions.

14 Article 7 of the Jordanian Constitution.

% “Matlub Fatah”. See: https://www.youtube.com/watch?v=Bw2COpPVU5s&t=2s
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Surveys

Surveys and questionnaires may be
used more in academic studies than
in investigative journalism, but this
does not rule them out as an inves-
tigative tool. In some cases they are
crucial because of the precise quan-
titative data that they provide. Survey
results can be very useful to society,
the public and decisionmakers look-
ing for solutions to problems and
ways to bring about change.

Research is at the heart of a jour-
nalist’'s work. A survey is a kind of
research that involves collecting and
collating primary data from a partic-
ular community in accordance with
a unified methodology, building on a
particular hypothesis and set of ques-
tions, before analysing this data sta-
tistically using established scientific
techniques.

Since investigative journalism is a
collaborative team activity, a team
of journalists and researchers can
be used to help a good investigative
journalist — which in this case means
an excellent researcher — to put to-
gether a survey methodology, gather
data and analyse them using statisti-
cal software like SPSS.

In Bangladesh, journalists sought the
help of a research company in order
to develop a survey methodology
that they hoped would allow them to
demonstrate corruption in the health
sector. Although they were initially
sceptical about mixing investigative

journalism and survey techniques,
the methodology they came up with
involved conducting in-depth inter-
views and gathering pictures and
documents, just like any other in-
vestigation. After journalists asked
respondents particular questions dic-
tated by the methodology, the data
collected was entered into a spread-
sheet for analysis '#’. Rather than in-
terviewing anyone willing, the sample
was selected randomly, with 400 out
of the 7500 cases making up the tar-
get population.

The survey ultimately meant that the
team was able to expose massive
corruption in a social health program
dedicated to poor mothers, with the
data showing that 96% of service us-
ers were receiving support they were
not entitled to under the program
criteria. They found that government
officials were selecting beneficiaries
either because of personal connec-
tions or because they had been given
bribes 8.

This investigation lasted twelve
months and involved eighteen jour-
nalists. It produced results that were
almost indisputable, forcing the local
authorities to take action to reform
the program .

In 2012, the Jordanian newspaper
Al Ghad published an investigation
exposing a vast black market in final
year university dissertations run from
offices overseen by university profes-

%7 Miraj Chowdhury, “How They Did It: Making a Story Too Big to Ignore by Using Surveys”, https:/gijn.
org/14/05/2019/making-a-story-too-big-to-ignore-by-using-surveys/

8 |bid.
9 |bid.
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Gathering testimony

Some journalists reach out direct-
ly to the public for information. In a
Boston Globe investigation that re-
vealed sexual harassment in Catholic
churches in Boston, a team of jour-
nalists followed up the publication of
their main investigation by calling for
input from their readership and the
broader public, in cooperation with
local radio stations. This meant that
many victims were able to provide
further information and documentary
evidence to the paper, allowing them
to keep the investigation alive for as
long as possible.

Thanks to rapid technological devel-
opment, gathering data in this way is
now safer and easier than ever — but
it is also more dangerous. Data pro-
vided voluntarily by the public needs
a great deal of work to verify and cor-
roborate before it is incorporated into
the investigation.

Bellingcat '*' was able to use some
sixty sources found using social me-
dia to track down a suspect who had
fled the Dutch police, identifying the
locations of photos he had shared on
Instagram. Thanks to these efforts,
the police were able to find and ar-
rest the suspect and charge him with
two murders and the theft of 175,000
euros %2,

Gathering testimony like this re-
quires a solid relationship with the
audience based on trust rooted in
the journalist’s independence, pro-
fessionality and desire to serve the
public interest.

The website Help Me Investigate
has also used this technique to pro-
duce some very important investi-
gations 3. We will discuss these
investigations in more detail in the
next chapter.

151 Bellingcat is an independent group of researchers, investigators and citizen journalists that use open source
material and social media to produce independent reporting. https://www.bellingcat.com/about/

52 Henk Ess, “A Red Camaro, an Orange Garbage Can and White Magnolias: Crowdsourcing a Convict on
Instagram: https://gijn.org/15/05/2019/a-red-camaro-an-orange-garbage-can-and-white-magnolias-

crowdsourcing-a-convict-on-instagram/

153 Omar Mustafa, “al-Sahafa al-Istigsaliyya fi ‘Asr al-Soshiyal Mediya”, AJMI, see:

https:/institute.aljazeera.net/ar/ajr/article/304



78

Chapter 8: Investigative
journalism in the digital age

Data-driven journalism

How can an investigative journalist
benefit from data-driven journalism?

One definition of investigative jour-
nalism — as given in UNESCO’s
investigative journalism manual -
says that it is about exposing the
truth about public interest issues,
issues whose details are kept under
wraps (deliberately or otherwise) by
the people involved.

Using this definition, data and the
stories extracted from it can con-
stitute a central pillar of investiga-
tive journalism. Data constitutes the
‘raw material’ that a journalist uses
to cast light into darkness, clear
up ambiguities and solve apparent
contradictions in their story.

Investigative journalism and da-
ta-driven journalism have a big
overlap. They both engage in in-
depth research and sift through in-
formation to exclude any impurities
(fake news or misleading data).

Data thus plays an important role in
the various stages of an investiga-
tion, including how it is presented
within the story. You should state
the importance of the data clearly

within your report. You should also
be careful to distinguish data from
facts: data does not necessarily
mean fact. There may be biases in
the way data is collected, and you
should always be careful to test your
data and establish how it is linked to
the incident you are investigating.

When you first start working on an
investigation, you should look up
the data already available — wheth-
er official or unofficial — in order to
answer as many of your questions
as possible before moving on to
posing questions whose answers
are unknown and coming up with
hypotheses and possibilities.

A story begins with looking up
data. You will need to have a way
of collecting and presenting data,
which is exactly what data-driven
journalism provides. Data will help
make your story measurable. It will
allow you to render your ‘hows’ as
measurable ‘how much’s, allowing
the reader to more clearly see the
scope of the problem alongside the
added value of any new information
that you obtain from private sourc-
es of data or from data not initially
included.



Let’s take a look at the different
stages involved in data-driven jour-
nalism:

Stage 1:
Looking for
sources

First of all, review the available open
source data relevant to the investiga-
tion, making sure — before doing any-
thing else — that you are familiar with
the frequency with which it is made
available. You should also review any
private, verifiable sources of data that
you or your employer might gain ac-
cess to.

Open source data includes reports
from the World Bank, the World
Health Organisation (WHO) and the
Food and Agriculture Organisation
(FAO), annual government statistical
reports, and social media websites.

Tools like Gapminder or
Google Public Data Explor-
er allow you to easily collate
this data.

Journalists interested in en-
vironmental investigations
can access data from rele-
vant local and international

organisations through sites
like that of the US Geolog-
ical Survey. Data on med-
ical testing is provided by
clinicaltrials.gov. The FIFA
website may be of interest
to journalists investigating

sport.




==L Stage 2:
Handling the
data

There are several database programs
that may be of use in handling data:

nall D)

S

» Microsoft Excel (spreadsheets)
» OpenRefine (data refining)

« Fusion Tables (verification)

» MySQL (databases)

» SOLR and Access (databases)

When refining large quanti-
ties of data, you can analyse
and compare using a partic-
ular chronological or geo-
graphical filter. This can give

your story new dimensions
that may not have been im-
mediately clear. If you go
deep into the data, you may
even find new stories.

There are several new tech-
niques from data-driven journal-
ism that may be of assistance in
investigations:

+ Analysing data taken from the social
media profiles of perpetrators or influ-
ential people. This can help you tease
out lines of investigation or access in-
formation from non-traditional sourc-
es (Donald Trump’s tweets about a
particular incident, for example, pre-
dating his presidency by many years).

+ Analysing audience reactions to
prominent public issues.

+ Accessing historical data relevant
to your investigation. For exam-
ple, working out the dates on which
something happened can provide
you with new ways of understanding
present problems (the date of a fam-
ine in a particular country with chron-
ic water supply problems...)

» Working out where something hap-
pened (a military operation in a partic-
ular country, for example) or a photo
or video clip was taken. You can use
data that has been deleted using ar-
chiving tools like Internet Archive or
the Wayback Machine.



Examples:

In 2011 the Guardian was able to es-

tablish who was responsible for loot-
ing during rioting that had taken place
across the UK in August 2011. The
Reading the Riots project, conducted
in cooperation with LSE, was heavily
data-driven %4,

| ——————

™

The Panama Papers project drew on
more than 11.5 million documents mak-
ing up 2.6 terabytes of data dating from
1977 to 2015 and concerning about
214,000 corporate entities '%. The In-
ternational Consortium of Investiga-
tive Journalists (ICIJ) incorporated the
data into a database that makes sifting
through it and searching it much easier.

The Paradise Papers '5¢ project,
which likewise incorporates about
13.4 million documents obtained by
the Suddeutsche Zeitung and show-
ing how the world’s super-rich invest
their money (ICIJ).

>4 Reading the Riots, https://eprints.Ise.ac.uk/1/46297/Reading20%the20%riots(published).pdf
155 https://offshoreleaks.icij.org/
16 |bid.



Stage 3:
Analysis

o

Q

After collating and refining the data,
there are several methods you can
use to analyse the data:

» Descriptive analysis: answers the
questions “what?”, “who? “, “how”,
“where” and “when?”

+ Diagnostic analysis: answers the
question “why?”

» Advanced analysis making predic-
tions about future scenarios.

A successful example is provided by
Noun Post’s report Golden Generals 1%7.

Stage 4:
Preparing a
data-driven
investigation

N

When putting together your story,
there are various tools you can use to
present data in way that is easier to
understand:

+ Charts and graphs
* Infographics

* Interactive maps

Tools that may be of interest include

Tableau Public ®*® and Many Eyes ',
which will allow you to present data
visually in a range of different ways,
and Geocommons %% and Google Fu-
sion Tables 161, which will allow you
to produce maps using coordinates.

The AJMI has produced a guidebook
to data-driven journalism that pro-
vides detailed instructions on how to
go about doing this 62,

Saving data and
documents

There are various programs you
can use to store data:

Google Drive: Google Drive is
associated with your personal
email. It can be used as a digi-
tal memory folder allowing you
to save data. You can also work
on it directly, whether through
the Google Docs interface or
through Google Sheet (Excel).

Xperia Companion: Download
this program to produce back-
up copies of your data. It allows
you to transfer files easily from
one device to another and store
it safely.

Dropbox: Dropbox allows you
to keep your files safe in a
cloud folder. You can then ac-
cess them wherever you are in
the world.

17 Jiniralat al-Dhahab. See: http://www.noonpost.com/tag/22582

158 https://public.tableau.com/en-us/s/

1% https://boostlabs.com/ibms-many-eyes-online-data-visualization-tool/

1% http://geocommons.com/

1" https://developers.google.com/apps-script/advanced/fusion-tables

162 “Dalil Sahafat al-Bayanat”, AJMI,

https://institute.aljazeera.net/sites/default/files/2019/Data20%Journalism20%Ar20%-20%Web.pdf



Verifying open source
material

Traditional methods may seem like
a better bet when trying to expose
difficult facts, but the development
of advanced techniques for gather-
ing news from open source and us-
er-generated content is playing an
ever-bigger role in investigative jour-
nalism.

In 2018, BBC ' conducted an in-
vestigation in Cameroon which
proved that contrary to what many
had believed, government forces
had been committing war crimes
against civilians.

The investigation took months of
research and drew on a video clip
taken with a mobile phone cam-
era and published on social media
showing armed men assaulting and
then executing two women and two
children.

The video clip was verified and ana-
lysed scientifically. The armed men,
the place where the incident took
place and the type and source of the
weapons used were all identified.

By comparing Google Maps with
the crime scene, the team were able
to prove that not Boko Haram but
government forces had carried out
the executions, and that they had
taken place not in Mali but in Cam-

eroon. We will look at some of the
details of the incident, and the dig-
ital tools used to analyse it, in more
detail later on.

In Sudan, BBC '® journalists were
able to collect and review more than
300 videos shot by activists on the
ground, allowing them to reconstruct
a scene showing that the Rapid Re-
sponse Forces had fired live ammuni-
tion on protesters in July 2019.

In both of these cases, journalists
were able to dispense with tradition-
al methods and with teams on the
ground while conducting their investi-
gations. Thousands of videos shared
on social media websites, carefully
verified, were the deciding factor in
the investigation.

Fact-checking began with the inves-
tigation of fabricated photos or de-
contextualized video clips. But these
techniques have got better and their
use more sophisticated, creating a
space for a new type of open source
journalism. These modern techniques
can be combined with traditional
techniques to produce high-quality
investigations.

In the final section of this handbook,
we will take a look at the most im-
portant digital tools that can help

163 Cameroon: Anatomy of a Killing - Documentary - BBC Africa Eye: https://www.youtube.com/

watch?v=XbnLkcér3yc

164 Sudars Livestream Massacre - Documentary - BBC Africa Eye: https://www.youtube.com/

watch?v=dR56qxM4kHA
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you to connect with people, access
company data, follow global devel-
opments, obtain and verify video
clips, use maps in investigations and
cull data from social media websites.
We will also look at a few tools that
will help you guarantee the security
of your data and your communica-
tions. Many of these tools are dis-
cussed in more detail in AJMI’s fake
news handbook %, as well as the
Verification Handbook 6¢.

165 Sam Dubberley, Montaser Marai, and Diana Larrea, Finding the Truth Amongst the Fakes (Doha, Qatar: Al
Jazeera Media Institute, 2017).

16 https://verificationhandbook.com/downloads/verification.handbook.pdf



Digital tools for
investigative journalists

Researching people online

PeoplefindThor:
https://www.peoplefindthor.dk/

It is easy today to conduct more so-
phisticated searches of Facebook
profiles using the various filters
available. This tool makes it even
easier to identify, for example, two
people who lived in the same city at
the same time, or worked together in
the same company. What makes it
stand out is that it allows you to es-
tablish connections between people,
making it easier to get hold of new
information.

PeoplefindThor
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Researching companies
online

OpenCorporates:
https://opencorporates.com/

Finding data on corporations and
their senior employees can be diffi-
cult and take a lot of time, particular
with big corporations with multiple
offices around the world. This web-
site makes looking for corporate
data much easier.

The website’s database includes in-
formation about more than 165 mil-
lion companies and more than 200
million senior employees. You can
conduct both general searches and
more specific searches focusing on
particular countries. Because the
website is based on searches with
specific filters, it is easier to estab-
lish connections between compa-
nies or work out which companies
are run by the same CEO.




Investigative Dashboard:
https://investigativedashboard.org

If you need more specialized help in
an investigation, this platform should
be your first destination. Alongside
its massive database, which con-
tains millions of records of previ-
ous investigations, links and public
sources, it also makes it easy to
contact experts in various fields from
around the world. The platform is
free and maintained by the Organ-
ised Crime and Corruption Reporting
Project (OCCRP).

Monitoring services

HRL Lookups:
https://www.hlir-lookups.com

This website makes it easier to find
mobile phone information. It con-
sists of a global registry of all mobile
phones registered with service pro-
viders. This network was set up so
that service operators could easily
work out what network a particular
phone was on in order to reroute
calls or mobiles, but it is also pos-
sible to use it to get access to data
about particular mobile phones: the
name of the network, whether the
number has been moved to a new

S OCCRP

HLRLOOKUPS
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network, whether it uses roaming
and other data. The website can also
monitor a number of mobile phones
at once, and allows you to set an
alert if the phone moves from one
country to another or if the network
is changed. This can prove crucial to
an investigation.

Flightradar24:
https://www.flightradar24.com

This is one of a number of web-
sites that allow you to monitor flight
movements. It uses airport data and
data provided by a network of volun-
teers to show the movement of dif-
ferent flights in real time. You can use
this service to get information about
flights that have left or arrived at a
particular airport, follow the flight
path, and get access to planes’ reg-
istration information and the compa-
nies they belong to, as well as other
information.

HLRLOOKUPS

@ flight

radar24

LIVE AIR TRAFFIC




traffic.com

MarineTraffic is the maritime coun-
terpart to FlightRadar24. You can use
it to follow the movement of ships
around the world, in real time. You
can also get up-to-date information
about the condition of ships, their lo-
cation, their heading, the ports they
set off from, and details about the
type and purpose of different ships.
The website provides detailed infor-
mation for free, and subscribers can
get access to even more sophisticat-
ed functions.

MarineTraffic
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Verification tools (video)

YouTube Video Finder
http://youtube.github.io/geo-
search-tool/search.html

It may sometimes be difficult to get
hold of a video clip from a particular

place or time. This tool makes the
process easier. You can search for
keywords and narrow your search
to a particular geographical area or
timespan, allowing you to find rele-
vant videos easily.

Amnesty International YouTube
Data Viewer:
https://citizenevidence.amnestyu-
sa.org/

The difficulty of verifying potential-
ly fabricated video clips is a reality
we all face. Many such videos are
produced by splicing together dif-
ferent clips into a single video, with
the publishers claiming that it is the
original video. It is sometimes diffi-
cult to distinguish these videos from
real videos. This tool, provided by
Amnesty International, makes the
process easier: all you need to do is
put in the YouTube link. The tool will
then cull as much data as possible
about the video - like the original
production date. More importantly, it
will also provide a series of thumb-
nails that can be entered into Google
reverse image search to identify po-
tential original videos.

Youtube
Video Finder

AMNESTY

INTERNATIONAL



Social media platforms

Twlets: http://www.twlets.com

This simple app allows you to down-
load Twitter data. By simply adding it
to your Chrome browser, you will be
able to archive any user’s tweets with
the click of a button. The free version
only allows you to download 3,200
tweets or 50,000 followers, but there
are also paid-for options if you want
to know more. The app also makes it
easy to download other kinds of data
from Twitter, from friends to images
and lists. All of this data is saved as
a spreadsheet or CSV file, making it
easier to analyse.

Twlets
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IntelTechniques:
https://inteltechniques.com

A uniquely versatile website for jour-
nalists — not a single tool, but sev-
eral tools used for rapid and effec-
tive searches on the internet. The
website makes it possible for you
to search dozens of sources simul-
taneously. Rather than searching
Facebook, Twitter and LinkedIn sep-
arately, you can search them all si-
multaneously. The site allows you to
narrow the scope of a search using
various filters: name, location, con-
tact details, etc. It also conducts in-
depth searches across the internet,
allowing you to get access to sites
that a normal search would not have
provided.

Maps and satellites

How Many People:
http://sedac.ciesin.columbia.edu/
mapping/popest/gpw-v4/

This service has no official name, but
it is very useful if you want to find out
specific information about a particu-
lar area of the world — the number of
people who live there, the area of a
particular area or other specific infor-
mation. It consists of a map populat-
ed with demographic data. By draw-
ing lines on the map you can get an
estimated population of an area as
well as its exact size in square kilo-
metres.

F<3
INTELTECHNIQUES

INTELTECHNIQUES.COM

How Many People?




MapChecking:
https://www.mapchecking.com

This tool allows you to produce
specially drawn maps in order to
estimate the number of people that
might fit in a particular area. This is
very useful if you need to establish,
for example, how many people might
have taken part in a demonstration
or celebration. Although the tool is in
French, it is easy to use: using the
cursor, you simply delineate the area
you are interested in. The sidebar
will then tell you how many square
kilometres the area is and the ap-
proximate number of people that it
could hold. You can thus work out
how many people are likely to have
participated in a particular event.

Terraserver:
https://www.terraserver.com

Satellite photography is occupying
an increasingly important place in
digital investigative journalism. With
the growing number of satellites pro-
viding high-quality images, it is eas-
ier than ever to track the progress of
major events on earth. Terraserver
is one of the best tools available for
journalists and other interested par-
ties. The service is not free, but the
satellite imagery is very high quality
and can make a big difference to
your journalism.

Map Checking

Terraserver
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Privacy and cybersecurity

Given how many ways there are of
getting information on others, jour-
nalists should be careful to pro-
tect themselves from any possible
threats or breaches. The following
are a few tools that it is worth using
to protect your privacy and your data
while browsing the internet.

OnionShare:
https://onionshare.org

A simple tool for sending data over
Tor, a secure network that anonymiz-
es communication. After download-
ing and installing the tool, you will be
able to use it to send important infor-

mation that has to be kept secret to
other people by providing them with
a secure link. This link will allow them
to download the information using
the Tor browser. When the download
is finished the link becomes inactive,
preventing anyone else from using it.




LastPass:
https://www.lastpass.com

Password management is one of the
most important ways you can pro-
tect your information on the internet.
By using this tool, you can produce
passwords that will be very difficult
to crack and you will not need to
memorise them all. LastPass saves
all your passwords, meaning you
need only one password to access
all your accounts. There are many
password management tools, so you
might as well try out a few alterna-
tives before deciding which is the
best for you.

Signal:
https://signal.org

This is a secure instant messaging
app you can use on your computer
or mobile. Signal should be a central
part of any news outlet’s communi-
cation strategy so that the messages
exchanged with third parties cannot
be hacked or seen by others. The
app is easy to use, and is not mean-
ingfully different from other instant
messaging apps, but is much more
secure.

LastPass eee|
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Outline:
https://www.getoutline.org

Everyone knows - in theory at least —
how crucial it is to use a VPN to keep
your information secure, whether as
an individual or as an organization.
But many find it difficult to use these
networks consistently. Outline is a
VPN client provided by one of Goo-
gle’s many subsidiaries. It makes it
easier to set up a VPN in order to
communicate with other journalists,
sources or people helping you with
your investigation securely. Outline
can be used with cloud services like
Digital Ocean, meaning that there is
no need for a private server.

This chapter has provided a survey
of some of the best software avail-
able to investigative journalists.
But this list is not exhaustive. There
are many other tools that may be
more useful to one investigation or
another.

To see a more detailed list of digital
tools, which is regularly updated, you
can visit Open Source Intelligence
Framework (https://osintframework.
com). You might also want to take a
look at the Global Investigative Jour-
nalist Network page (https://help-
desk.gijn.org/)

%) Outline




Case study

In the BBC film Cameroon: Anatomy of a Killing, Aliaume Leroy and Ben Strick
verified a video shared on social media in July 2018, which showed two wom-
en and two children being harassed and then shot by a group of armed men
said to be Cameroonian soldiers.

Leroy and Strick used digital tools to confirm the place and time of the incident
and those responsible for the killing. The picture below shows how they used
Digital Globe, which provides precise digital coverage of the earth, to analyse
the topography of the scene and match it with the backdrop of the video. This
allowed them to show that it took place in north Cameroon.

Google, Digital Globe
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And then, in late July, we received a tip-off

from a Cameroonian source:
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They used the same technique to compare the buildings visible in the video
with buildings in the area:

) 251/11:06
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The team also used digital images that showed how features of the landscape
had changed in order to establish the year that the events took place in and
the exact timing. The results showed that it took place some time between 20
March and 5 April 2015:

DIRECTION OF
SOLDIER'S SHADOW

.
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sune®
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the killings happened between March 20th and
April 5th, 2015.
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While the Cameroonian authorities denied the claims on the grounds that the
uniforms worn by the killers were not Cameroonian military gear, the investiga-
tion used Facebook to find pictures of Cameroonian soldiers wearing the same
outfits as in the video.

Cameroonian Arm
Nation. Moreover, .
carried out withou

The clothing eleme
geographical envir
colourful uniforms
indicate that they ;
uniforms used by t
addition, and still 1
equipment of the C
heavy helmets, bul
the video;
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are not those used
o)) 6:23/11:06 i

929



Musab Al Shawabkeh

Al Jazeera
Prepared by:

Malak Khalil

Al Jazeera Media Institute

Osama Sayad
TRT Arabic

Alastair Otter
Global Investigative
Journalism Network

With

contributions

from:
Majdoline Hasan
Global Investigative
Journalism Network

Mohamed Ahdad
Editing: Al Jazeera Media Institute

Montaser Marai
Al Jazeera Media Institute

All rights reserved © Al Jazeera Media Institute 2020


http://www.ahmadfattah.com
http://www.ahmadfattah.com

ALJAZEERA
MEDIA INSTITUTE

@ El’i‘ﬁf@ © +974 44897666

n m L B< institute@aljazeera.net

AJMInstitute [ @ http://institute.aljazeera.net/ar




